1) What is intellectual property?

2) Give three examples of intellectual property.

----------------------------------------------------

----------------------------------------------------

----------------------------------------------------

The following four paragraphs (and figure) appear in an article entitled “Denial-of-Service in Wireless Sensor Networks: Attacks and Defenses “  by David R. Raymond and Scott F. Midkiff  of Virginia Tech, which appeared in Pervasive Computing, IEEE, Volume 7, Issue 1, January-March, 2008, pages 74-81.

WSN platforms generally have limited processing capability and memory. The design of WSN devices usually favors decreased cost over increased capabilities, so we can’t expect Moore’s law to lead to enhanced performance. The basic characteristics of sensor networks make them vulnerable to DoS attacks.

Their primary weakness, shared by all wireless networking devices, is the inability to secure the wireless medium. Any adversary in radio range can overhear traffic, transmit spurious data, or jam the network. Powerful antennas allow remote access, so close physical proximity to the network isn’t required.

Sensors are also vulnerable to physical tampering and destruction if deployed in an unsecured area. Another vulnerability is the sensor devices’ extremely limited and often non-replenishable power supplies. Resource-consumption attacks target nodes’ power supplies by keeping the radio on when there’s no legitimate network traffic or by imposing an unnecessary computational load.
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Sensor-platform power consumption and resource data.

RAM (Kbytes) 4 10
Program flash memory (Kbytes) 128 48
Maximum data rate (Kbps) 768 250
Power draw: Receive (mW) 3681 570
Power draw: Transmit (mW) 890 570
Power draw: Sleep (mW) 0,048 0.003
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Furthermore, attackers aren’t always limited by the same constraints as the sensor devices. An adversary might have a virtually unlimited power supply, significant processing capability, and the capacity for high-power radio transmission.

The following four questions relate to the above four paragraphs (and figure). When more than one answer is true, circle the best answer  (Please consider all of the options before answering)
____________________________________________________________________________________

3)  George is taking a computer science class in which he is supposed to write a research paper on denial of service attacks in wireless sensor networks.  Based upon the article by Raymond and Midkiff which he has read, he includes the following paragraph in his paper which he turns in to the instructor on the date it is due.

Wireless Sensor Network platforms have limited capabilities with respect to processing power and memory.  The design of these devices generally favors lowered cost over enhanced capabilities.  Consequently, we cannot expect Moore’s law to hold with respect to their performance.  Moreover, the characteristics of wireless sensor networks make them susceptible to denial-of-service attacks.

Which of the following are true?

a) George must include the article in his bibliography at the end of his paper.
b) George must include a reference mark (such as [3]) in his paper following his paragraph, which matches up with the number appearing next to the article in his bibliography.
c) George must include a reference mark in his paper following each sentence which he has paraphrased or taken from the article.

d) George must include a reference mark in his paper following each sentence which he has paraphrased or taken from the article, and he must place each such sentence in quotes.

e) George should rewrite his paragraph, avoiding the use of the same sentence structure as appeared in the original article by Raymond and Midkiff.  He should also provide a reference mark in his paper following the paragraph, which matches the number appearing next to the article in his bibliography.

4) Maria, another student in the class, includes the following three sentences in her paper.
Unless sensors are carefully and securely deployed, they may become seriously compromised.  Another vulnerability is the sensor devices’ extremely limited and often non-replenishable power supplies. Effective and replenishable power supplies can also be very expensive.
Which of the following are true?

a) Maria must include the Raymond and Midkiff article in her bibliography at the end of her paper.

b) Maria must place each of the three sentences in quotes.

c) Maria must include a reference mark in her paper following the second sentence.

d) Maria must include a reference mark in her paper following each of the three sentences.

e) Maria must place the second sentence in quotes.
5) Prasad, another student in the class, includes the following figure in his paper.
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Which of the following are true?

a) Prasad must include the Raymond and Midkiff article in his bibliography at the end of his paper.

b) Prasad must place the above table (i.e., figure) in quotes.

c) Prasad must include a reference mark in his paper at the lower right part of the table which matches up with the number appearing next to the article in his bibliography.

6) Samantha wants to reference the article by Raymond and Midkiff as the first cited article appearing in her bibliography and to provide the URL (as a convenience for her readers).
 Which of the following are true?

a) Samantha may simply include the URL  in her bibliography as follows:

1. http://dsonline.computer.org/portal/site/dsonline/menuitem.9ed3d9924aeb0dcd82ccc6716bbe36ec/index.jsp?&pName=dso_level1&path=dsonline/2008/01&file=b1ray.xml&xsl=article.xsl&
2.  K. Sohrabi et al., “Protocols for Self-Organization of a Wireless Sensor Network,” IEEE Personal Comm., vol. 7, no. 5, 2000, pp. 16–27. 

3. …
b) Samantha should provide as much information as possible in her bibliography (followed by the URL) as follows:

1. D.R. Raymond and S.F. Midkiff,  “Denial-of-Service in Wireless Sensor Networks: Attacks and Defenses,“  Pervasive Computing, IEEE, Vol. 7, No. 1, 2008, pp. 74-81. http://dsonline.computer.org/portal/site/dsonline/menuitem.9ed3d9924aeb0dcd82ccc6716bbe36ec/index.jsp?&pName=dso_level1&path=dsonline/2008/01&file=b1ray.xml&xsl=article.xsl&
2. K. Sohrabi et al., “Protocols for Self-Organization of a Wireless Sensor Network,” IEEE Personal Comm., vol. 7, no. 5, 2000, pp. 16–27.

3. …

c) Samantha may simply omit the reference altogether.
7) What is the difference between a patent and a copyright?
8) What is the purpose of copyrights, patents, and trademarks?

7)  If a student uses University resources to develop and/or market software, is he/she required to notify the University?

8) What are the benefits of notifying the University?

