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An Introduction to Team Risk Management (Version 1.0)

Abstract: (Version 1.0) Team Risk Management defines the organizational
structure and operational activities for managing risks throughout all phases of
the life-cycle of a software-dependent development program such that all
individuals within the organizations, groups, departments, and agencies
directly involved in the program are participating team members. Through the
adoption of team risk management, the government and contractor are
provided with processes, methods, and tools that enable both organizations,
individually and jointly, to be increasingly anticipatory in decision-making
processes. This report introduces the team risk management approach for
managing risks within a software-dependent development program.

1 Introduction

Team risk management provides the government and the contractor with processes, meth-
ods, and tools that enable both organizations, individually and jointly, to be increasingly antic-
ipatory in decision-making processes by systematically managing risks in software-dependent
development programs. This document describes the processes, methods, and tools that
comprise the team risk management approach.

Section 2 provides background for the team risk management approach. The Overview of
Team Risk Management, Section 3, outlines risk management and team concepts as they re-
late to team risk management and introduces the team risk management principles. Section
4, Team Risk Management Processes, initially provides an overview of the major processes
of team risk management; subsequent subsections describe each of the continuous process-
es: routine risk identification and analysis, action planning, tracking, and control as well as a
key team activity, the team review. In Section 4.2 the baseline risk assessment is presented
and in Section 5 the underlying foundations of team building and communications are dis-
cussed. Section 6 provides a summary of the risk management approach and observations
from the application of team risk management in real-world programs.
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2 Background

As a software-dependent development program unfolds, both the government and the con-
tractor have a vision of the direction and ultimate outcome necessary for the program’s suc-
cess. Unfortunately, all too often the outcome, while shared by both parties, is not as
successful as initially envisioned by either party. The unanticipated, the unexpected, the un-
foreseen often distort the program’s progress and ultimate outcome.

To address this situation and to provide government program offices and contractors with ap-
proaches for managing program uncertainties (risks) and avoiding their consequences, the
Software Engineering Institute’s (SEI) Risk Program has developed Team Risk Management.
The team risk management approach is founded upon a shared vision for the program that is
structured out of the individual views of both the government and contractor and is anchored
by open communications. Cooperatively, both the government and contractor work together
in team risk management to anticipate and avoid problems by managing program risks.

Specifically, team risk management establishes a cooperative working environment through-
out all levels of the program that gives everyone in the program the ability and motivation to
look ahead and handle risks before they become problems. This is accomplished through a
comprehensive and practical set of processes, methods, and tools that include activities that
join the contractor and government together as a “team” to manage program risks. The team
characteristics of the approach ensure that the “vital few” risks are aggressively managed and
that all risks are cost-effectively managed throughout the life cycle of a software-dependent
development program. Team risk management processes, methods, and tools become rou-
tine and continuous activities within the program and provide management at all levels with
the information required to make informed decisions on issues critical to program success.

Team risk management is a self-sustaining methodology that does not depend upon outside
organizations for continued successful operation and process improvement. Consequently,
through the adoption of team risk management as an integral part of routine program manage-
ment, organizations can achieve self-sufficiency in software risk management.

Just as deploying fighters, early warning aircraft, and missile ships does not guarantee that no
attack will be made on the Naval Task Force, likewise, team risk management does not guar-
antee that problems will not occur. It will, though, identify the threats early, help to avoid un-
foreseen problems, and provide a solid foundation for addressing the problems that do arise.

Team risk management is built upon the work and experience of a diverse group of industrial,
government, academic, and military technical and management professionals and is a prag-
matic implementation of the principles of effective risk management for software-dependent
development programs. Through collaborative research, development, and testing between
the SEI and its government and industry clients, the SEI is continuing to improve and test ex-
isting products and to develop additional team risk management products to meet client
needs.

CMU/SEI-94-SR-1 3
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3 Overview of Team Risk Management

Team risk management defines the organizational structure and operational activities for col-
lectively managing risks throughout all phases of the life cycle of a software-dependent devel-
opment program such that all individuals within the organizations, groups, departments, and
agencies directly involved in the program are participating team members. Team risk manage-
ment practices bring together individuals within an organization and between organizations to
form working teams [Higuera 93].

The team risk management approach is built upon the nine principles summarized in Table 1.
These principles combine the SEI risk management paradigm (see Figure 3-1 [SEI 92]) and
the concepts of cooperative teams to form the foundation for a comprehensive set of process-
es, methods, and tools for managing risks in software-dependent development programs.

Principle Effective risk management requires:

1. Shared product vision a shared vision for success based upon commonality of purpose,
shared ownership, and collective commitment.

2. Forvvard-looking search thinking toward tomorrow, anticipating potential outcomes, identifying

for uncertainties uncertainties, and managing program resources and activities while rec-
ognizing these uncertainties.

3. Open communications a free flow of information at and between all program levels through for-
mal, informal, and impromptu communication and consensus-based pro-
cesses.

4. Value of Individual the individual voice which can bring unigue knowledge and insight to the

perception identification and management of risk.

5. Systems perspective that software development be viewed within the larger systems-level
definition, design, and development.

6. Integration into program that risk management be an integral and vital part of program manage-

management ment.

7. Proactive strategies proactive strategies that involve planning and executing program activi-
ties based upon anticipating future events.

8. Systematic and adapt- a systematic approach that is adaptable to the program’s infrastructure

able methodology and culture.

9. Routine and a continuous vigilance characterized by routine risk identification and

continuous management activities throughout all phases of the life cycle of the pro-
processes gram.

Table 1: The Nine Principles of Team Risk Management

Team risk management involves concurrent activities of partner organizations working togeth-
er to manage program risks. This collective, concurrent activity and the team character of team
risk management are represented by the government/contractor team risk management pro-
cess sphere shown in Figure 3-2, where each partner organization is executing the SEI risk
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Figure 3-1: The SEI Risk Management Paradigm

paradigm as part of the cooperative team risk management effort. In the case of a software-
dependent development program awarded by the government to a primary contractor, there
are two partner organizations: the government program office and the contractor.

Figure 3-2: The Government-Contractor Team Risk Management Process Sphere
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Within team risk management, partner organizations participate in cooperative, inter-organi-
zational “team” activities which are represented by the surface of the team risk management
process sphere. Communication, which is represented by the core of the sphere, also inter-
connects the partners and represents intra-organizational as well as inter-organizational com-
munication processes that are vital to effective team risk management.

While team risk management has been presented in the context of a government /contractor
relationship, the concept of team risk management is general. In this broader context, the ap-
proach encompasses any customer/supplier relationship such that the team risk management
process sphere is divided into the upper hemisphere (customer) and the lower hemisphere
(supplier), as shown in Figure 3-3. Each hemisphere may include multiple customer or suppli-
er partner organizations (the term “partner” refers to any individual, group, organization, or de-
partment within an organization that is participating in team risk management activities).

Fundamentally, the implementation of team risk management in a government program brings
together the government and the contractor in a continuous and collective effort for success,
where both are focused on managing program risks. In subsequent sections of this document,
the processes, methods, and tools of team risk management as applied to a government soft-
ware-dependent development program are described.

Partner Organization
(customer)

Partner Organization Partner Organization
(supplier) (supplier)

Figure 3-3: The Team Risk Management Process Sphere
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4 Team Risk Management Processes

The team risk management processes shown graphically in Figure 4-1 include continuous pro-
cesses and a one-time process activity, the baseline risk assessment. The continuous pro-
cesses of team risk management incorporate all five steps of the SEI paradigm (shown in
Figure 3-1) into four processes by combining the identification and analysis steps into the rou-
tine risk identification and analysis process. Similarly, the baseline risk assessment combines
the identification and analysis steps of the paradigm into a single process activity that estab-
lishes the initial set of risks and initiates the continuous process activities. The team review
process defines cooperative risk management activities between the partner organizations.

The baseline risk assessment is an intra-organizational process executed independently by
each partner organization (government and contractor) involved in team risk management.
The team review process is an inter-organizational process conducted jointly between the
government and the contractor. The other continuous risk management processes are dual-
role (implemented as both intra- and inter-organizational) processes.

The nine principles of team risk management and the cooperative team approach provide the
foundation for all of the team risk management activities, whether intra-organizational, inter-
organizational, or dual-role activities. Thus, while the inter-organizational processes are inher-
ently team activities, the intra-organizational and dual-role processes also have a strong team
character. This sense of “team” pervades all facets (processes, methods, and tools) of the im-
plementation of team risk management.

-

~

Team
Reviews
Action
Planning

Baseline Risk
Assessment

Continuous
Routine Risk .
Identification Processes Tracking
and Analysis

One-Time Intra- Inter-Organizational
Organizational Activity P?ocess n Dual-Role Process
\ Figure 4-1. The Team Risk Management Process Set /
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The basic classifications of team risk management processes are summarized in Table 2.

Classification ‘ Description
1. Continuous the dual-role continuous risk management processes consist of the SEI risk
processes management process steps: identification, analysis, planning, tracking, and

control as well as inter-organizational activities, including regularly sched-
uled team reviews as well as unscheduled informal meetings and commu-
nications

2. Baseline activities the initial, one-time identification and analysis of activities that establish the
baseline set of risks conducted by each partner organization, government
and contractor

Table 2: Process Classifications of Team Risk Management

When team risk management is applied to a software-dependent development program that
has been awarded by the government to a prime development contractor, both the govern-
ment office and the contractor concurrently execute the team risk management processes.
Specifically, each conducts a baseline assessment and subsequently executes the continu-
ous team risk management processes. This concurrent activity is shown graphically in Figure
4-2.

The team reviews held throughout the life of the program provide formal inter-organizational
communication and coordination on program risks. These joint government and contractor re-
views include reviews of the status of risks, discussions of the risks, risk management activi-
ties and plans, and reviews of strategies for dealing with risks. Through these team reviews
the government and contractor share perspectives, ideas, and objectives and arrive at a better
understanding of the program risks and objectives. These reviews are generally scheduled as
part of routine program reviews but can be convened as needed to address specific issues or
as part of a key program milestone.

The baseline assessments establish the initial risk sets: one for the government program office
and one for the contractor. The risks identified in the baseline form the basis for the initial team
event, the team review. This review combines the most important risks from both the govern-
ment and the contractor into a program-wide list, the Joint List of Risks. (The number of risks
included in the list is program dependent but generally ranges between 10 to 20.) The Joint
List of Risks is the focus of the joint “team” management efforts and represents the most im-
portant risks faced by the program.

In addition to being the basis for establishing the initial Joint List of Risks for the program, the
baseline risk assessments also identify risks that are managed individually by the government
and by the contractor. Each organization manages its risks through the continuous process
loop activities, as shown in Figure 4-1 and Figure 4-2.

Following the baseline assessment, action planning is initiated. The action planning process
defines and initiates specific actions (strategies) for dealing with the risks. The tracking and
control process steps monitor the results of the action plans and control the progress of the

CMU/SEI-94-SR-1 9



program’s risk management activities. The routine risk identification and analysis process step
is a continuous activity, throughout both the government and contractor organizations, that
identifies new or changing risks in the program. All risks are incorporated into the action plan-
ning process, and are incorporated into the team review process as required.

Team risk management is implemented as a routine, continuous, and integral part of program
management activities. Within this program context, it provides the basis for joint (government/
contractor) management of program risks as well as the basis for individual organizations to
manage risk. Each of the team risk management processes is described in more detail in sub-
sequent sections of this document.

4 )

Baseline Risk Action Baseline Risk Action
Assessment Planning Assessment Planning
Routine Risk Continuous Routine Ri Conti
outine Risk ontinuous
Id%ntAlflce?uu,n Tracking Identification Trackin
and Analysis Processes and Analysis Processes 9

[
=
2
>
o
o
S
@
)
-

Figure 4-2: Concurrent Team Risk Management Processes

- J

4.1 Continuous Team Risk Management Process Overview

Risks exist and emerge throughout the entire life cycle of a program; thus, the processes of
identifying and managing risks must continue from the program'’s inception. The continuous
processes of team risk management, as depicted in Figure 4-1, comprise a cyclic set of routine
activities for managing risk. Collectively, these processes involve: identifying risks, periodically
reviewing and analyzing new risks, planning for the judicious application of resources to miti-
gate risks, tracking the status of risks and risk mitigation actions, controlling risks that turn into
problems, and communicating about risks among all partners in the program. The systematic
methods that make up continuous team risk management processes can be adapted to any
program’s infrastructure and culture through the modification of forms or instruments, the ap-
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propriate scheduling of activities, the integration of the methods into existing program activi-
ties, or the adoption of the complete, unmodified set of processes, methods, and tools.

This section addresses the continuous aspects of team risk management. Section 4.2 dis-
cusses the initiating activity of the team risk management process, the baseline risk assess-
ment, which establishes a baseline set of risks for the program and is the preliminary activity
for continuous risk management.

The primary cycle of activities in continuous team risk management has five parts as listed be-
low and as briefly described in Table 3:

* Routine risk identification and analysis
* Team reviews
* Action planning

* Tracking

Control

All of the activities are tied together through informal and formal communication processes.
These activities enhance the cooperative interactions and trust between partners and team
members, and build and reinforce the shared program vision required for effective team risk
management.

Team Risk Management Methods/Tools Communication
Process Characteristics
Routine Risk « routine risk form processing « non-judgmental
Identification and « periodic risk reporting  non-attribution
Analysis « periodic individual interview session | e confidential
« periodic risk assessments « individual voice
Team Reviews e comparison risk ranking « mutual understanding
* nominal group technique e consensus
Action Planning « periodic technical reviews « mutual understanding
« review and assign e consensus on responsibilities

« strategize

Tracking * metrics » mutual understanding
« status indicators
« triggers

Control « risk corrections « mutual understanding
* risk action * CONSeNsus on actions

Table 3: Continuous Team Risk Management Methods, Tools,
and Communication Characteristics

Except for team reviews, all of the continuous team risk management activities are included
in a “core cycle” of processes. Team reviews provide the means for the government and the

CMU/SEI-94-SR-1 11



contractor to jointly decide on risk plans, responsibilities, and actions for managing risks, and
for formally communicating information on the current progress of risk management activities
in their respective organizations. Team reviews, then, are a method that can be viewed as be-
ing on the surface of the team risk management sphere (Figure 4-2), whereas the core cycle
of activities—routine risk identification and analysis, action planning, tracking, and control-em-
body the risk paradigm processes and constitute the center of the team risk management
sphere.

The core cycle begins with routine risk identification and analysis to identify new risks, pro-
ceeds to action planning for those risks, and is followed by the tracking and control of those
risks. These activities are sequential for a given risk, but are continually overlapping program
activities in that there will always be risks in any one of these phases. (There is one exception
when a baseline is established. This exception will be discussed later.) Routine risk identifica-
tion and analysis provides the means to identify new risks during the program'’s life cycle and
to perform a preliminary analysis on these risks. This can be on a voluntary basis where new
risks are identified at any time by any person, but also includes periodic, more formal, reviews
(assessments) of the program by a select set of knowledgeable personnel. Regardless of the
specific method used, this process is a combined identification and preliminary analysis which
results in a:

* Risk statement
* Context
* Preliminary analysis that includes:

estimation of significance (of the impact)

estimation of the likelihood of occurrence

estimation of the time frame of occurrence (or need to take action)

an indication of criticality (i.e., requires immediate management attention)
and (optionally) a recommendation for resolution

.

Other analysis methods can also be used, particularly to provide a more quantitative analysis
of risks. The other analysis methods are part of the ongoing development activities within the
SEl risk program.

A result of an identification and analysis process in which at least one risk is identified is the
creation of, or the addition to, a list of risks referred to as the Master List of Risks. For a gov-
ernment/contractor implementation of team risk management there are two lists, the Govern-
ment Master List and the Contractor Master List.

As part of the team review process, the Joint List of Risks, which contains the risks being man-
aged on a joint basis, is created and managed. Selected risks from each of the master lists
are included in the Joint List of Risks for the program. The risks included in this list are risks

12 CMU/SEI-94-SR-1



considered to be the most important risks to the program. The relationship between the lists
is shown in Figure 4-3.

Focus of the

team review
Government Contractor.
Master List of Risks Master List of Risks
Joint List
of Risks

\/

\_/ Risks are identified by
each partner and risks

are shared through the
team review process.

dddd

Figure 4-3: The Relationship Between the Lists of Risks

As part of the planning actions for risks, newly identified risks are reviewed on a periodic (e.qg.,
weekly, bi-weekly, monthly, etc.) basis and assignments are made specifying responsibility for
the risk. These same periodic technical reviews are also the means by which the status of ex-
isting risks and action plans can be reviewed. Action planning continues with the determination
of some immediate action or the decision to investigate the risk in-depth and develop detailed
mitigation strategies. If detailed mitigation strategies are needed, these are evaluated based
upon their costs, benefits, and significance to the program before being approved and imple-
mented.

Any risk may require tracking and control, either because tracking is the only activity being un-
dertaken for that risk or because mitigation strategies are being put in place. Tracking provides
the means to keep the responsible management personnel, as well as the program manager,
aware of the current status of the risks and the mitigation strategies. Tracking measures the
progress of the factors associated with a risk, which provide indications as to the probability of
its occurring, changes in impact to the program on occurrence, and changes in the time frame
(e.g., arisk was not expected to turn into a problem until next year, but indications are that it
will now occur in the next few months). Depending upon the desired actions when risk indica-
tors reach pre-defined triggers, some type of controlling activity occurs. This can range from
taking immediate action to re-evaluating the situation and developing alternative plans.

Finally, there are risks identified by either partner that are important enough to require joint
attention, review, or management by both partners, government and contractor. The team re-
view is the forum for the exchange, review, discussion, and prioritization of a joint set of risks.

CMU/SEI-94-SR-1 13



This can be held on a quarterly basis or associated with other milestone progress reviews of
the project. Risks discussed in this forum may become the responsibility of either partner in-
dividually, or can become joint risks that are managed through the efforts of both partners. The
team review is a formal, regularly scheduled meeting. Continuous, less formal communication
on the progress and status of risks and risk mitigation strategies is also an integral part of team
risk management. It is through these informal communications that much of the information
relative to risks and their management is transferred between both parties.

In subsequent parts of this section each of the processes of continuous team risk manage-
ment is discussed in greater detail.

4.1.1 Routine Risk Identification and Analysis

Routine risk identification and analysis involves the participation of personnel throughout the
organization and combines the processes of identification and analysis into a set of distinct
team risk management activities. The methods which can be employed in routine risk identifi-
cation and analysis are summarized in Table 4.

Method Description Characteristics

Routine Risk Form Routine distribution and processing of risk | < individual input

Processing forms, submitted by program personnelas | * continuous
risks are identified * anonymous
Periodic Risk Periodic (scheduled) reporting of risks by | e individual input
Reporting program personnel « periodic scheduled event
Periodic Individual Periodic interviews of individuals through- | « individual input
Interview out the program « periodic scheduled event
Sessions « confidential
« non-attribution
Periodic Risk Abbreviated versions of the baseline risk * peer group
Assessments assessment which are held periodically « periodic scheduled event
based upon time milestone events « confidential

« non-attribution

Table 4: Routine Risk Identification and Analysis Methods

Routine Risk Form Processing

The implementation of the routine risk form processing method is accomplished through the
broad distribution of risk forms. The risk form enables any individual within the program to
identify a risk, to provide support information regarding the risk, and to complete a preliminary
analysis of the risk. When a risk form is received, it flows into the action planning processes
as shown in Figure 4-4. The risks are reviewed periodically as part of the action planning pro-
cess, but if a risk is marked as critical, it is given immediate attention.

14 CMU/SEI-94-SR-1
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Figure 4-4. The Processing of Risk Forms

The Risk Form, as shown in Figure 4-5, asks individuals to write down what they consider to
be new risks or changes in known risks that the program faces. They may include additional
details on the conditions or other factors that are relevant and significant. This is the context
of the risk; this information is used to better understand the issues relating to the risk and will
provide additional support for managing the risk within the program.

Next, they are asked to evaluate each risk in terms of its potential impact on the program, its
likelihood, the time frame, and its criticality. Checking Significant implies serious impact to the
program. Checking Likely means the risk impact is more likely to occur than not. Checking
Near-Term means the impact is likely to occur in a near-term time frame or action to mitigate
the risk must be taken in the near-term (a long lead-time item). Checking the Critical box in-
dicates that the risk may be a showstopper or threatens program success. Risks marked crit-
ical are immediately addressed and elevated to the appropriate program personnel.

There is space provided to capture a possible recommendation for dealing with this risk. This
information is not required, but, if captured, provides additional information that may be helpful
in resolving the risk.

CMU/SEI-94-SR-1 15
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Figure 4-5: Sample Risk Form

Completed risk forms are generally submitted anonymously to the appropriate individual co-
ordinating risk identification activities. In some programs, particularly in risk-aware cultures
[SEI 92], forms are submitted directly to management personnel without the need for anonym-
ity. In these environments, risks and risk management are viewed as normal parts of routine
program activities.

To foster the continued vigilance required for effective risk management, program personnel
are reminded of the routine risk identification process as part of the discussions of risk issues
held during regularly scheduled program meetings. During these discussions they are encour-
aged to maintain vigilance as the program evolves and to submit the risk forms as soon as a
new risk is identified. This continued communication on risk issues, which we refer to as risk
awareness, is crucial for the effective identification and management of risks.

Periodic Risk Reporting

A second method for routine risk identification and analysis involves the periodic reporting of
risk identification information. These risk identification status reports are generally included as
part of the program’s normally scheduled reporting activities and may involve every individual
or only selected key individuals working on the program. This method asks that weekly, bi-
weekly, or monthly, each individual involved in the program submit a risk identification status
report as part of routine status reporting. The risk identification status report may be the risk
form or a summary risk identification section included within the program’s normal status re-
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port forms (see Table 5). The risk summary section should consist of a risk statement and its
significance, likelihood, time frame, and criticality. If an individual has not identified a new risk
then that information should be reported as well.

Prior to the scheduled submission of the risk report, each individual on the program reviews
the current listing of risks and the taxonomy summary [Carr 93] that is printed on the reverse
side of the risk form to determine if conditions have changed such that a new risk has
emerged. Based upon the results of the review, the risk identification report (risk form or sum-
mary) is submitted.

The periodic individual review of the conditions of the program and submission of the risk re-
port are important parts of effective routine identification and analysis of risk.
Submission

Report Type Description

Risk Form

The Risk Form is completed for
each identified risk. If no risks have
been identified, the form is marked
“None ldentified.”

The completed form is submitted
as part of the periodic program
development and status reporting
processes, e.g. biweekly technical
status meeting, monthly program
status meeting.

Risk Identification
Summary

A section of a program status
report that includes the following

The summary report is included in
the program status report.

information on newly identified
risks:
* Risk statement

« Significance
* Likelihood

* Time frame
* Criticality

« Context

Table 5: Periodic Risk Identification Status Reporting

Periodic Individual Interview Sessions

In addition to the routine distribution and processing of risk forms, periodic risk identification
interviews of program personnel can be employed as an additional method for routine risk
identification and analysis. These interview sessions provide a stimulus to the overall identifi-
cation activities, provide an opportunity to formally re-assess the risk condition of the program,
and foster a risk-aware culture. These activities are especially important during the transition
phases of the implementation, where the team risk management approach has not yet been
institutionalized into the organization.

The periodic individual interview session consists of a series of one- hour interviews conduct-
ed by a trained individual from outside of the program, but from within the same corporate en-
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vironment. Ideally, this is an individual dedicated to process improvement, risk management,
or other non-project-specific assignment. Alternatively, a third-party organization may conduct
these sessions. During the transition period in adopting these methods, the SEI supports the
interview sessions through direct involvement in the sessions or through training of the ses-
sion interviewer.

Scheduled periodically (for example, quarterly), the interview sessions are grouped into sets
of six to ten and are conducted over a one-or two-day period. Each interview session requires
the participation of one individual from the program and consists of questions asked of that
individual by the interviewer. Personnel are selected based upon their technical knowledge of
the program and their willingness to share their views on program issues.

Periodic Risk Assessments

Periodic risk assessments are abbreviated versions of the baseline risk assessment which is
described in Section 4-2 of this document. These assessments are held periodically through-
out the life of the program and consist of a series of interview sessions that identify risks that
exist in the program. These assessments provide additional insight into program risks and can
be used to support critical decision points in the program. The specific schedule for these
events is based upon the individual program'’s size, duration, objectives, and related manage-
ment measures to best meet the needs of the program. They are planned at specific times
throughout the life of the program or are conducted as part of key program milestone events.

The information provided through a periodic risk assessment, periodic individual interview, risk
identification summary report, or a completed risk form is exactly the information that is gen-
erated for each risk identified in the baseline risk assessment. Thus, the risk information con-
tent and flow is the same throughout the team risk management processes, whether a risk is
identified during the continuous identification and analysis processes or during the baseline
risk assessment. All of these risks are included in the Master List of Risks and are processed
through action planning. In the next section, we discuss how selected risks are used in the
team review process.

4.1.2 Team Reviews

The team review is a joint meeting of the government and contractor program managers and
their immediate staff to discuss and prioritize risks. It brings together each program manager’s
list of current top risks, maintains continuity between these risks and those that were most im-
portant at the previous meeting, assures that there is a common understanding of the most
important risks to the program, and assigns new action items. Its purpose is to build and main-
tain momentum in government/contractor team risk management.

Nominally, the meeting is held quarterly, although another time basis can be chosen to suit a
particular program’s needs. It is ideal for the team review to be held in conjunction with or just
before a program status or design review meeting between the government and the contrac-
tor. The team review provides a time-effective review of the key risks to the program, with all
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the advantages of open exchange of information; it also sets the stage for an improved and
focused general program review meeting.

Each program manager will have the list of prioritized risks, the Joint List of Risks, from the
previous team review meeting; this list will be the starting point for the team review. However,
new risks will also have been identified in the organizations through the routine risk identifica-
tion and analysis process. From these new risks, each program manager will select candi-
dates for inclusion in the Joint List of Risks on the basis of responses to three questions:

1. Which of these new risks informs the other party of a serious risk that they
should be aware of?

2. Which may need to be transferred or delegated to the other party?
3. Which will require joint action to resolve?

The team review process is depicted in Figure 4-6. The team review opens with a review by
each program manager of the current status of all risks and action items from the previous
team review. Risks may be deleted from the list (because they have been resolved, for exam-
ple, or because they are no longer viewed as sufficiently important), but this is accomplished
by agreement between the two program managers. Only if both program managers agree are
risks closed. Next, candidate new risks (and their context information) for inclusion on the list
are reviewed.

In the first occurrence of the team review, where no Joint List of Risks exits, each program
manager selects approximately to 5 to10 risks from their respective Master List of Risks to be
included in the first version of the list. The specific process steps within the team review are
modified, as needed, to address the fact that a Joint List of Risks did not exist prior to the cur-
rent team review, e.g., the old list is not reviewed.

The next step in the ranking process is to agree precisely on the comparison criteria. The risks
are compared on the basis of which is “more important” to the program, but “importance” can
have many dimensions, such as cost, schedule, and fithess of the final product. Before being
confronted with specific choices of risk, the participants agree on the factors that will be con-
sidered during the ranking process. This step helps provide all participants with a common,
shared understanding of the risks prior to ranking.
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Figure 4-6: The Team Review Process

The purpose of the conduct ranking step is to sort the list from the “most important” to the “least
important.” As part of this process, each risk statement and associated context information is
read and reviewed. Discussion among all the participants leads to a final prioritized list of the
attributes they will use to evaluate which risk is “more important” to the project. The ranking is
accomplished using any of several methods, two of which are Comparison Risk Ranking
(CRR) [FitzGerald 90] and the selection process of the Nominal Group Technique (NGT)
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[Scholtes 88]. Both of these methods provide the needed rank ordering and achieve the
shared understanding that is desired.

Regardless of which method is used to achieve a final prioritized list, the participants in the
team review then systematically review the finished list, agreeing on action items to be carried
back for resolution by the two partner organizations. The risks can become the responsibility
of the government, the contractor, or both—risks requiring joint actions by the partners. Thus,
either party may acquire new risks from this process as well as transfer risks to the other party.

The product of the team review session is a ranked list of risks tagged to identify responsibility
for pursuing action (government, contractor, or joint action) known as the Joint List of Risks.
See Figure 4-7 for an example. At the end of the initial team review session, each party shares
an understanding of the top 15 to 20 risks for the program and holds a list of action items
agreed to during the subsequent discussion.

ACTION
1 Risk 1 U
2 Risk 2 g
3 Risk 3
4 Risk 4
5 Risk 5 O

Figure 4-7. Sample Team Review Joint List of Risks

One result of the team review is the transfer of new risks into a partner organization. These
risks are added to the organization’s Master List of Risks and are input into the action planning
process as shown in Figure 4-8.
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Figure 4-8: Disposition of Transferred and Joint Risks

4.1.3 Action Planning

Action planning for risks is the determination and implementation of actions necessary to man-
age a program'’s risks. This is where the integration of risk management processes with exist-
ing program management becomes most evident. Planning, in general, is an integral part of
program management, whether planning how to meet specific milestones or determining the
best design strategy for meeting specified requirements. Risk planning requires a systems
perspective to maximize the effective use of scarce resources within a program. Planning the
mitigation of risks is a proactive means of minimizing future problems [Dorofee 93].

Actions range from accepting the risk (do nothing) to developing strategies requiring task
plans, schedules, WBSs, etc. The key to planning for risks is to make as effective and efficient
use of resources as possible to reduce the overall risk while maximizing the potential for gain
to the program.

Strategies for the most important risks are generally planned first. Plans for other risks should
leverage off these strategies for maximum return on investment in risk mitigation strategies
(e.g., greatest reduction in risk exposure for the least expenditure of resources). All risks are
reviewed, but only those that are important to the program will have any significant amount of
resources expended on them. In general, it is not practical to assume that all risks can be elim-
inated or significantly reduced. Many will be accepted, while many others will merely be
watched and acted upon if conditions change.

Risks are reviewed by management with the most critical risks reviewed at the top level of
management — the program manager or a specifically designated review group, such as a risk
management board or risk council. This technical review is a periodic activity that not only ad-
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dresses new risks, but also reviews the status of existing risks. Less critical risks do not need
the full attention of top level management, but visibility into those risks can be provided if de-
sired. Once reviewed, risks are then assigned throughout the organization to be dealt with by
the appropriate personnel. Action planning, then, is a repetitive or cyclic process carried out
throughout the organization. Plans to manage risks can be developed and approved at any
level, as management delegates the effort and authority to deal with risks to the appropriate
level within the organization. Plans for the more important risks to the program are likely to be
managed at the program manager level or jointly at the government/contractor team level. A
systematic approach to planning ensures the appropriate visibility and delegation of responsi-
bility.

Action planning is shown in Figure 4.9. There are two basic phases in action planning: review
and assign responsibility and strategize. The first step is performed as part of a periodic tech-
nical review by a responsible organization or individual to determine which risks can be dealt
with easily and which ones will require (and justify) expenditures of time and effort to develop
detailed analyses and strategies.

Review and Assign

The Review and Assign process step is the logical first step upon identification of a risk. Once
a risk has been identified, then a decision is made regarding what to do with it, and who will
be responsible for it. This activity occurs after a risk has been identified and is accomplished
by an individual or organization with a total project perspective, such as the program manager
or the risk management board. During a review, it is possible to identify and decide upon ac-
tions for some risks, while others may need further investigation or consideration before action
can be taken. Also, there will be risks which are appropriate to delegate and can be handed
to others to manage. Regardless of the type of action decided upon at this review, an assign-
ment of responsibility is made for each risk. At the end of this review and assign activity, des-
ignated actions are carried out and recorded for each risk.

New risks are reviewed on a periodic basis during routine periodic technical reviews, unless
they are designated as critical. Critical risks are reviewed immediately.

Periodic Technical Reviews. Periodic technical reviews are internal meetings held to review
and assign responsibility for new risks, to review status, and to assess the progress of risk mit-
igation strategies (see Tracking and Control, Section 4.1.5, for more on risk status). The key
element is that the review process occurs and is accomplished through methods consistent
with the program’s routine program management activities.
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Figure 4-9: Action Planning Overview

New risks are identified from routine risk identification and analysis, transferred from other or-
ganizations (e.g., from government to contractor via a team review), or identified as part of a
baseline risk assessment. Routine risk identification and analysis identifies new risks that
need to be reviewed and assigned to someone to manage. The review and assign activity is
also required for baseline risks and may be done incrementally due to the typically high num-
ber of risks identified at that time. Based upon the needs of the program, a specifically char-
tered risk management board may be assigned responsibility for reviewing risks. The periodic
technical reviews could be a part of routine program reviews or the board may hold its own
periodic meetings. In either case, these meetings are “internal” to each partner’s organization.
The result of these meetings is the determination of action(s) and the assignment of person(s)
responsible for carrying out the action(s).
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As each risk is reviewed, an initial determination of a type of action is made. A responsible
person (or organization) is assigned the action and the responsibility to report status back to
the reviewing organization (e.g., risk management group) or manager. The action decided up-
on, as well as the responsible person and other pertinent data (such as a due date, etc.) are
documented along with the other risk information (statement, context, significance, etc.). Risk
information can be maintained in a data base, or paper format, etc., depending upon the re-
sources and requirements of the organization. The important factor is that the risk information
is kept, that it provides meaningful data to program management, and that it is accurate. From
this point on, additional information is gathered and added as the risk moves through risk man-
agement activities. Once the review and assign process step is complete, the responsible per-
son carries out the designated action.

Types of Actions. When reviewing a risk, there are five likely types of actions that can be de-
cided upon immediately:

e Act
e Watch
Transfer

Delegate
* Strategize

The first four are decisions on the disposition of the risk that can be made with current infor-
mation and usually with little or no additional resource expenditure. Strategize is a process
step that involves some expenditure of resources to perform. Table 6 describes each type of
action.

Strategize

Figure 4-10 provides an overview of the Strategize phase of risk action planning. Strategizing
is a matter of identifying possible alternative strategies, evaluating those strategies for maxi-
mum benefit, deciding upon the appropriate strategies, and implementing them.

There are four basic types of strategies:

* Research
* Accept
* Eliminate
* Reduce

A combination of any of these strategies is also possible (e.g., perform research into the ef-
fectiveness of alternative designs while taking minor action to reduce the risk as well). Strate-
gies to eliminate or reduce a risk can include action(s) to take in the near-term or future. Future
actions, or contingency plans, address actions to be taken when resources are available, a
trigger event occurs, or when the risk becomes a problem. Table 7 provides details of each
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strategy. It is also possible that upon reflection, it is decided that a detailed plan is not needed
and that one of the previous types of actions (act, watch, etc.) would be more appropriate.

Action Description

Act These risks are easily resolved by a quick-response or rapid turnaround type of
action that requires little or no expenditure of resources. In this case the reviewer is
prepared to make an immediate decision based on current information. These risks
are immediately acted on. For example, a programmer’s concern with a perceived
lack of a catastrophic backup procedure can be alleviated with a letter informing all
employees of such a policy and explaining it. Actions and relevant responsibilities for
those actions are noted with the risk information and status reports.

Watch These risks are to be tracked , but expenditure of resources for any other type of
action or investigation is not warranted at this time. For example, given a remote risk
that a subcontractor tool may not be available, the progress reports from that sub-
contractor can be monitored for indications that the schedule is slipping. The means
of tracking and the trigger events are noted with the risk information.

Transfer These risks are identified by an organization but the authority and accountability to
actually deal with the risk lies elsewhere. For example, a contractor may identify a
risk that can only be dealt with by the government, such as availability of government
supplied equipment. Such risks are transferred to the other organization. Some
reporting of status to the transferring organization may also be requested. Note that
a successful transfer requires acceptance on the part of the receiver. A team review
is one appropriate venue for transferring a risk. Also, a risk can be transferred up or
laterally within the organization.

Delegate There will be risks more appropriately addressed within another part of the organiza-
tion. For example, a risk may be better handled by someone in the software testing
area as opposed to the software manager. These risks are delegated down the
chain of command to another person (or organization). The planning process is
repeated by that person, starting with the review and assign responsibility step.
Reporting of status may also be requested to maintain visibility to management.

Strategize | For these risks, resources are needed to either further investigate the risk itself or to
develop detailed strategies and schedules for mitigating actions. Alternative strate-
gies are identified, evaluated, selected and implemented. Strategies can be imple-
mented in the near-term, or developed for use as contingency plans.

Table 6: Review and Assign Action Types

26 CMU/SEI-94-SR-1



Strateqgize

Identify
Strategies

Evaluate
[ Strategies

K Decide
& Implement
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Identify Strategies. Strategies can be identified through any number of existing problem-solv-
ing techniques, such as Xerox’s method [Xerox 92]. Each viable alternative strategy should
include, as a minimum:

* description of actions to be taken
* estimate of required resources
* estimated schedule

* estimated benefit or change in the state of the risk (e.g., less impact on
occurrence)

* known relationships or dependencies to other alternative strategies (e.g.,
strategy B enhances the results of strategy A if both are used)

Evaluate Strategies. The alternative strategies can be evaluated to determine which one has
the best potential for managing a particular risk. For a particular risk, for example, which strat-

egy:

provides the greatest reduction in risk?

requires the least resources?
* requires available resources (as opposed to unavailable)?

has the least impact on schedule?

Tables or matrices can be constructed to evaluate the strategies for a given risk, if the choices
are complicated. Evaluation can be done on a qualitative basis, but there will be a high degree
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of subjectivity and dependence on the expertise of the evaluators. Quantitative evaluation
would provide more accuracy but the cost (and precision) of quantitative measurements of
benefit and cost often require considerable resources.

Strategy ‘ Description

Accept Accept the consequences of it happening—essentially, do nothing. These risks are not
tracked. They are documented and put aside. If the risk becomes a problem, it is handled as
a problem. This is an appropriate strategy for those risks which are simply not worth the effort
to deal with. Changes in conditions which result in a risk that does need to be dealt may be
reflected in the identification of “new” risks (re-identified).

Research These risks require in-depth investigation to determine the root causes; some potential strat-
egies require investigation to determine what benefit will be gained. For example, a risk on
real-time performance may require some investigation into the proposed compiler and plat-
form to determine the exact parameters. A bus- loading risk may require prototyping of one
or more alternative architectures to determine which one will address the issue. These risks
require research , and upon completion of the research, the risk is reassessed, based upon
the additional information by repeating the review and assign step of the action planning pro-
cess.

Eliminate Risks that can be eliminated should be. This judgment is generally based upon the cost of
eliminating the risk versus the costs of potential impact and the likelihood that it will occur.
Risks that are eliminated are closed when the strategies to eliminate them are complete.
Continuous risk identification will identify the risk again as a new risk should conditions
change such that the strategies taken are no longer effective. Early identification and elimina-
tion of unnecessarily risky areas is a means of preventing risks.

Reduce Risk exposure is a measure of the impact of a risk on the program and the likelihood or prob-
ability that it will occur. In reducing the risk exposure one can reduce either one or both of
these factors. For example, given a risk that a piece of equipment will not be available on
time, one could select a backup piece of equipment to use if the delivery does not occur. This
may not be an ideal solution, and may still impact the schedule, but the overall potential
effect on the program is reduced.

Table 7: Strategy Descriptions

The general question to ask and answer, is “What set of strategies best manages the pro-
gram’s risks?” A single strategy may resolve many risks, or may cause conflicts with other
strategies. The best solution for any given risk is not necessarily the best answer for the pro-
gram. Each program must identify a set of criteria by which strategies are evaluated. These
criteria can include budget, personnel, schedule, product quality, specific components (e.qg.,
the compiler must be delivered first), return on investment, and others. Good strategies, then,
are those which meet the selection criteria. As with the evaluation of a single risk, matrices or
trees can be constructed to view a set of strategies relative to the criteria, for example:

* dependency trees show the dependencies between risks, and therefore,
identify those risks or conditions leading to those risks, which, if eliminated or
greatly reduced, can have the same beneficial effect on several risks.
Strategies for these root causes should be emphasized.
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* dependencyl/interaction matrices identify the interactions between strategies
and highlight conflicts (minimize these) and synergy (maximize this).

 cost/benefit matrices help correlate required resources and predicted gains.

* schedule and dependency matrices highlight which strategies need to be
taken first.

* strategy vs. program area matrices identify areas of the program which may
need additional budget reallocation.

The key to any of these types of matrices or relation diagrams is to provide information to sup-
port informed decisions. For a large set of risks, or complicated, interrelated strategies, it is
vital that the relationships between risks and their potential strategies be understood before
resources are committed. As new risks are identified and planning begun, their relationships
to existing risks and strategies must also be understood to avoid unnecessary duplication of
effort or negation of actions already taken.

One aspect of the cost of managing a risk is the cost of tracking it. For risks that will need to
be tracked, the triggers to look for, how often status should be reported (as well as by whom
and in what format), and how the tracking data is to be collected (automatically, manually de-
rived from other data, etc.) must be identified. The cost of the tracking effort needs to be in-
cluded in the cost of a strategy. The decision to require detailed, automated tracking of a risk
should not be made without first understanding whether it is possible and its total cost. There
may be alternative means of tracking a risk and of tracking the progress of mitigation strate-
gies.

Decide on a strategy. During the process of evaluation, alternatives are eliminated that don’t
meet the selection criteria. This is documented along with the other risk information to capture
complete information on each risk (conditions and criteria do change with time). The final de-
cision is made based on the overall cost and benefit of the strategies to the program. These
decisions are documented as any other program decision and this information is a part of the
data retained for each risk. The strategies that are selected will generally require the develop-
ment of a detailed task plan, schedule, WBS, and other normal types of program management
information. The strategies for risk management then become tasks within the program.

Implement. The next phase of the paradigm, tracking, begins when action plans are imple-
mented. Tracking is also used for those risks with contingency plans, to alert management to
the need for implementing those contingency plans. Risks are tracked according to plan to
provide visibility into the current state of the risks. Strategies are tracked and statused as any
other task within the program. Risk action plans, like the risks themselves, need to be man-
aged to ensure the plans are implemented and effective. Some level of authority, or multiple
levels of authority, is needed to ensure proper review of plans for effective use of resources.

The plans developed during the action planning process form the basis for tracking and control
processes of team risk management. The next section discusses risk tracking and control.
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4.1.4 Tracking and Control

The risk tracking and control processes involve establishing and maintaining risk status infor-
mation, defining action plans, and taking action based upon the status information. The essen-
tial elements of risk tracking and control are very similar to the equivalent processes in
traditional program or project management and can be readily integrated into a program’s es-
tablished tracking and control processes and methods.

Tracking

The goal of risk tracking is to provide accurate and timely information to enable risk manage-
ment and help prevent risks from adversely affecting the program by anticipating events, rath-
er than reacting to them. This proactive character of risk management is achieved by
establishing and maintaining risk metrics, indicators, and triggers that are “leading” indicators
—those that provide insight into the nature of and potential for future events; and by presenting
the resulting information to program decision makers in a timely and comprehensive way. The
following are the three categories of information employed in risk tracking:

« Metrics are measures (qualitative and quantitative) of the important
aspects of risks, as risks may impact the program. They are used for the
individual and collective tracking of risks.

« Status indicators are used as a representation of the status of key
elements of the program and include individual metrics or combinations
of metrics. They are used to characterize a change in the status of risks.

« Triggers are the values of risk metrics or status indicators that reflect a
significant change or event occurring within a program. They are used to
report changes in the status of risks.

The specific risk metrics, status indicators, and triggers required for risk tracking vary from pro-
gram to program and from risk to risk but fundamentally the choice for a particular program or
risk is based upon the value of the content of the information. The criteria for their selection
involves considerations of how effectively these measures convey a sense of the program’s
evolution, identify where and when the risk environment is changing, and identify where a sit-
uation may require a control decision.

Each risk being tracked has an update cycle and associated schedule for these updates. Typ-
ically, status is updated at least monthly, but particular risks may require a more frequent up-
date, particularly when the program is entering a critical phase. These updates ensure that the
data reported is current and accurate.

A summary presentation of metrics, status indicators, and triggers consolidates information
from many sources throughout the program into a manageable number of indications. A rep-
resentative example summary sheet is shown in Figure 4-11. The information provided by a
summary presentation is a concise statement of the key information on risks that enables pro-
gram decision makers to make timely and informed decisions regarding risk planning and ac-
tions.
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Figure 4-11: Example Risk Summary Sheet

Since each program has its own set of needs for risk-tracking metrics and status indicators, add-
ing risk tracking involves selecting from a set of recommended methods, those that best fit a pro-
gram’s needs and that most effectively integrate into the program’s existing tracking measures
and processes. These tailored risk management processes provide a customized risk tracking
and control environment for the program.

Control

Risk control focuses on actions to ensure that the program executes according to plan by reduc-
ing the potential for risks and controlling their adverse effects, before risks have significantly dis-
rupted program activities. The plan for and the execution of actions are based on the analysis of
the risk status indicators, metrics, and associated triggers. Specific risk control methods provide
guidance on how to use risk-tracking information to determine the best course of action. These
risk-control efforts are based upon the action plans developed as part of the routine team risk
management action planning process. An important element in the implementation process is the
close correlation that is needed between action planning, tracking, and control processes. Fun-
damentally, tracking and control provide the processes and the data required to execute and
monitor plans and to make decisions regarding the direction of the program and the need for re-
planning in order to successfully meet program objectives.
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While the details of the implementation of tracking and control within a program vary based
upon the needs and specific characteristics of that program, the processes are integrated into
routine program management activities. This integration into a program’s routine activities is
fundamental to the effective practice of all of the team risk management processes.

4.2 Baseline Risk Assessment

This section presents an overview of the baseline risk assessment, the activity that initiates
the team risk management Process as shown previously in Figure 4-1, The Team Risk Man-
agement Process Set. Continuous risk management is a continual cycle of identifying and re-
solving program risks. The baseline risk assessment activity is a way to begin this cycle.

In a baseline risk assessment, a variety of methods and tools (see Table 8) are used to initially
identify and analyze a set of risks and produce the initial Master Lists of Risks, one for the gov-
ernment and one for the contractor.

Paradigm Methods/Tools Communication Characteristics
|dentify » Group interview  non-judgmental
« Taxonomy-based questionnaire  non-attribution

« confidential
* peer grouping

Analyze « Criteria filtering « individual voice
« Individual Top 5 » mutual understanding
* Nominal group technique e consensus

» Comparison risk ranking

Table 8: Baseline Risk Assessment Paradigm Methods, Tools,
and Communication Characteristics

The basic steps involved in the baseline risk assessment process are shown in Figure 4-12.
All of the baseline risk assessment activities are conducted by a trained risk assessment team.
This assessment team may be part of the program’s parent organization or may be indepen-
dent of the organization. If the assessment team comes from the parent organization, it should
be external to the program being assessed. Regardless of the team’s compaosition, training is
important to effectively carry out the risk assessment process.

The initial process step in a baseline risk assessment, initiate , involves establishing a com-
mitment on the part of the organization’s personnel to the team risk management process. The
commitment involves the patrticipation of personnel throughout the program and provides an
overview of the process to all of the participants involved and prepares them for their roles in
that process. This presentation is the start of the “buy-in” that is so important to introducing
change into an organization.

Identification and a preliminary analysis of risks on the program are conducted in the investi-
gate process step. A variety of methods can be employed, but generally the method used in-
volves a group interview approach for risk identification and individual analysis of the risks. For
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the interview a taxonomy-based questionnaire [Carr 93] and a non-judgmental, non-attribution
group interview technique are employed and personnel from the program, participants, are in-
terviewed in peer groups. The risk analysis activity involves the individual assessment of the
impact, likelihood, and time frame (part of the criteria filtering method) associated with each
risk identified in the interview process. In addition, a selection of the five most important risks
to the program is made by each participant (Individual Top 5 method). Regardless of the spe-
cific method employed, these processes are the initial identification and analysis steps of the
risk management process and the resulting information is used to facilitate management de-
cisions on risks to the program.

The consolidate process step merges the risk data into a consistent package to prepare for
the establishment of program priorities for the identified risks. This process involves the com-
pilation of identification and analysis information on each risk and organization of this data.
The result of this activity is the Master List of Risks for the program and a baseline data set for
each risk. This information is the foundation for management’s initial decision making and sub-
sequent program planning activities for risks.

Summarize

)

C Evaluate

( Consolidate )

C Investigate )

( Initiate ’

Figure 4-12: Baseline Risk Assessment Process Steps

The evaluate process step consists of activities where management becomes directly in-
volved in the process by reviewing and prioritizing the most important risks on the program,
known as Top N. This step is the mechanism to focus quickly on the most important risks and
place them in a management-defined priority order. The methods employed in this step (such
as the nominal group technique and comparison risk ranking) are designed using risk man-
agement principles and, in particular, incorporate methods that facilitate and enable a shared
product vision, open communication, the expression of individual perception, and a systems
perspective.

The final step in the baseline risk assessment is a presentation of the results, without attribu-
tion to any group or individual. This summarize step generally is conducted as a formal pre-
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sentation to all program personnel who participated in the assessment process. Itis at the end
of this presentation that the results are formally delivered directly to the program manager,
with the awareness that the program manager “owns” the results. While this step is the con-
clusion of the baseline risk assessment, this step initiates the continuous processes of team
risk management.

Each parther—government and contractor—conducts a baseline risk assessment to define
the risks that are associated with their respective organizations. The product of each of the
baseline risk assessments is a Master List of Risks. There are two Master Lists, one for each
partner organization, government or contractor, and each contains the prioritized Top N risks
for the partner organization as well as all of the other identified risks organized into the four
analysis bins (see Figure 4-13).

Top N Prioritized Top N
w Significant, likely, and near-term
E Significant, likely, but far-term
E Significant but unlikely
E Insignificant

Figure 4-13. Master List of Risks

The Master Lists of Risks feed forward into the continuous loop of the team risk management
process (see Figure 4-14) and serve as a reference point for the current risks in the program.
All the risks on the Master List from each partner organization are input into the action plan-
ning process and a subset of the Top N risks are input into the initial team review process.

34 CMU/SEI-94-SR-1



Government Contractor

Baseline Risk Baseline Risk
Assessment Assessment

. Team -

Action
Planning

Figure 4-14: Outcome of Baseline Risk Assessment Results

4.3 Closure
Team risk management processes are founded upon the nine principles summarized in

Table 9 and empower organizations to cooperatively manage program risks. The approach is
built upon a shared vision for success and combines the SEI risk management paradigm with
a broad program-wide, inter-organizational, and intra-organizational team perspective.

« Shared product vision « Value of Individual perception e« Proactive strategies

« Forward-looking search « Systems perspective « Systematic and adaptable
for uncertainties « Integration into program methodology
« Open communications management « Routine and continuous processes

Table 9: Team Risk Management Principles

The processes and principles of team risk management are embodied in the methods and
tools shown in Figure 4-15. With the shared product vision of team risk management providing
the focus for program success, team risk management practices bring the government, con-

tractor, and personnel throughout the program together in cooperative and proactive risk man-
agement.
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Figure 4-15: Team Risk Management Methods and Tool
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5 Team Building and Communications

Successful teams are characterized by effective communications between all team members.
Risks, problems, and crises often occur when communications break down in an organization.
Communication underlies successful team risk management and is the foundation for team
building between and within partner organizations.

Consider the scope of the communication and team-building challenges in a government pro-
gram as reflected in Figure 5-1, which shows the communication lines between a government
program management office and external agencies. Information about potential risks to the
program can come from any of the communication lines as well as from within the program
management office itself. Some of the lines of communication can be partially or totally
blocked or have enormous time delays. The challenge is to find ways to open the communi-
cation pathways to the decision makers and speed up the synthesis of concerns and issues
into actionable risks.

Program

Acquisition Executive
Review Office

Agency

Operational
Testing
Agency

Program
Management
Office

Operational

A End-User
Definition

Operational
Support
Agency

Technical
Support
Agency

Subcontractor Subcontractor

Figure 5-1: Communication Lines Between Government PMO
and External Agencies

There are many reasons why risks are not communicated efficiently in a program. For exam-
ple, the person who has an issue or concern with regard to their technical area may not have
the program experience to understand all its implications, or how seriously the underlying risk
could impact the program. Or they may assume that their concern is unlikely to turn into a
problem because no one else is talking about it, concluding that “Everything will be OK,” or,
“We'll figure out a solution to that when we get there.” In software-dependent programs, those
who understand the software risks may not have the expertise or communication path to rec-
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ommend changes in the larger system (in the hardware, or in the aircraft itself, for example)
that would mitigate risk most cost-effectively for the whole program.

While management has the primary authority and power to make changes and decide the
course of the program, improving and maintaining an effective team is the responsibility of all
of the members of the team. Management can communicate to the entire program that it is
vital that risks be identified and communicated upward for resolution; can aggressively support
those processes; can encourage team building and improved risk communication by fostering
small inter-disciplinary groups to deal with risks as they are identified; can make risk commu-
nication and public support of it one of the points covered in the performance appraisals; and
can publicize what is being done in risk planning, tracking, and control for identified risks.
Through these and similar efforts, management can provide leadership in achieving effective
communication and strong, interpersonal, team cooperation.

Team members must allow and encourage management to behave in new ways, by respond-
ing quickly to requests and in general fostering continuing change by not immediately inter-
preting any lapse into “old ways” as a sign that the risk management effort has come to an
end. Specifically, program staff members must understand and accept risk management prac-
tices as worthwhile and permanent, even if they represent a significant change from the way
the organization has operated in the past. However, the responsibility of realizing that shared
vision and of creating a sense of collective ownership and responsibility requires all team
members to contribute actively to the communications and teambuilding efforts.
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6 Observations and Summary

There are many challenges when applying the team risk management process within an or-
ganization, but the central issue is one of establishing a team-oriented environment charac-
terized by a risk ethic [Kirkpatrick 92]. Toward this end, the Risk Program within the SEI has
been maturing its risk management methods by applying the methods to government and in-
dustry software-dependent development programs.

While most managers feel that they are managing risks [Kirkpatrick 92] and that successful
managers are generally good risk managers [Boehm 91], the preliminary results of the SEI's
Risk Program demonstrate that few organizations have explicit policies for risk management;
further, most organizations that have addressed risk issues have done so through undocu-
mented or ad hoc policies [Kirkpatrick 92].

Software risks are among the least measured or managed risks in a system; yet, in technology
areas more familiar to most Department of Defense program managers (e.g. aerodynamics,
propulsion, air frames), the risks are well managed. Generally, managers are effective in man-
aging the risks associated with the technologies they know and consequently overall risk man-
agement activity is very dependent on individual judgment and experience [Kirkpatrick 92].

During the field testing and implementation of team risk management, the introduction of a
structured process for identifying, analyzing, and generally managing software technical risks
has altered the perception of risks within an organization and expanded the awareness of
these issues. Even in the programs where “problem” management was used as a risk man-
agement vehicle, the incorporation of the structured, depersonalized team risk management
process, coupled with the proactive planning strategies, has enhanced the program’s risk
management capabilities.

In the continuing application of the risk management process to large software development
programs, the most dramatic effect has been in opening the communication channels for dia-
logues within organizations relating to risks and risk management. The non-attribution which
exists throughout all steps of the process has proven extremely effective in fostering openness
in risk discussion. This effect has been observed in peer group interactions as well as in joint
management sessions.

The impact of the application of team risk management and the basic risk management pro-
cess to government and industry organizations is evidenced in the evaluations and comments
provided by organizations participating in the testing of the methods. A sample of the com-
ments include:

“brought out many risks that had not been previously identified”
“opportunity to consider some areas... not focused on before”
“comfortable setting to express concerns”

“catalyst to open communications”

“process broke down feelings and barriers that existed”
“comprehensive”
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Through team risk management practices, program personnel are empowered with methods
and tools that capitalize on the characteristic that, collectively, teams (working together based
upon the nine principles of team risk management) actually possess more knowledge, think in
a greater variety of ways, and are more effective than the totality of the team members working
as individuals. Institutionalizing the team risk management approach and enabling organiza-
tions to realize self-sufficiency in risk management is the major challenge and objective of the
SEI's Team Risk Management Project.
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