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1. Suppose your team is developing a secure communication protocol between a server and low-end sensor devices. 
1.1. (5 pts) Explain what origin integrity means in such a context. 
1.2. (5 pts) Because low-end sensors are equipped with low-end processors and have limited memory space, it is not advisable to implement public key cryptography in communication protocols involving low-end sensors. Without relying on the public key cryptography, explain how origin integrity can be enforced in this context.

2. Suppose a small company has grown into a much larger corporation, with the company’s headquarter plus 12 branch offices across the US; each office has its own servers, workstations, and other assets. 
2.1. (5 pts) Explain why the Kerberos protocol would be an ideal authentication protocol when a company has expanded its company network. Explain the benefits.
2.2. (5 pts) Explain how Kerberos would be configured in this context (when the company is expanding).
3. When A sent a message to B, a hacker (H) launched a man-in-the-middle attack.
3.1. (5 pts) First, explain what man-in-the-middle attacks mean in this context.

3.2. (5 pts) Explain in detail how the man-in-the-middle attack may be carried out by the hacker.
4. Suppose you are being interviewed for a computer security specialist position in a major bank. Your interviewer happens to be the director of that bank’s networking systems. 
Suppose your interviewer says that, between each online customer and the bank’s online application, a secure session is enabled. What would be your answer when the interviewer asks you how a secure session can be set up between an online user and the bank’s online application server? Hint: 
4.1. (5 pts) First of all, explain what secure session means in this context. 
4.2. (5 pts) Then explain how a secure session may be set up.
5. (5 pts) If a hacker has got hold of your private key, what kind of attacks that hacker may be able to launch against you or someone else? Explain how.

6. (5 pts) Suppose a user, Bob, has selected his RSA public key as (n = 85, e = 37), and totient (n) = 64. Show how Bob’s private key would be calculated using the Extended Euclidian Algorithm.

