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ABSTRACT
Many key pre-distribution techniques have been developed recently
to establish pairwise keys for wireless sensor networks. Tofur-
ther improve these schemes, researchers have proposed to take ad-
vantage of sensors’ expected locations to help pre-distributing key-
ing materials. However, it is usually very difficult, and sometimes
impossible, to guarantee the knowledge of sensors’ expected lo-
cations. In order to remove the dependency on expected loca-
tions, this paper proposes a practical deployment model, where
sensor nodes are deployed in groups, and the nodes in the same
group are close to each other after the deployment. Based on this
model, the paper develops a novel group-based key pre-distribution
framework, which can be combined with any of existing key pre-
distribution techniques. A distinguishing property of this frame-
work is that it does not require the knowledge of sensors’ expected
locations and greatly simplifies the deployment of sensor networks.
The analysis also shows that the framework can substantially im-
prove the security as well as the performance of existing keypre-
distribution techniques.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General—Secu-
rity and protection; D.4.6 [Operating Systems]: Security and Pro-
tection—Cryptographic controls; K.6.5 [Management of Com-
puting and Information Systems]: Security and Protection
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Security, Design, Algorithms

Keywords
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1. INTRODUCTION
Recent technological advances have made it possible to develop

wireless sensor networks consisting of a large number of low-cost,
low-power, and multi-functional sensor nodes that communicate in
short distances through wireless links [1]. Such sensor networks
are ideal candidates for a wide range of applications such ashealth
monitoring, data acquisition in hazardous environments, and mil-
itary operations. The desirable features of wireless sensor net-
works have attracted many researchers to develop protocolsand
algorithms that can fulfill the requirements of these applications
(e.g., [1, 11,12,19,20]).

Security becomes a critical issue to ensure normal network oper-
ations as well as the integrity, availability, and at times confidential-
ity of the data collected by sensor nodes in hostile environments.
However, providing security services in wireless sensor networks
is quite challenging due to the resource constraints on sensor nodes
and the threat of node compromises. In particular, it is usually im-
practical to establish keys between communicating sensor nodes
using traditional methods such as public key cryptography and key
distribution centers (KDC).

Key management is the cornerstone of security services such
as authentication and encryption in wireless sensor networks. Re-
search seeking low-cost key management techniques that cansur-
vive node compromises in sensor networks becomes quite active in
the past two, three years, yielding several novel key pre-distribution
schemes [5,6,8–10,17,18,24,25].

A basic probabilistic key pre-distribution scheme was proposed
in [10]. In this scheme, each sensor node is assigned a randomsub-
set of keys from a key pool before deployment. As a result, twosen-
sor nodes have a certain probability to share at least one keyafter
deployment. This scheme was further extended in [6] by requiring
two sensor nodes share at leastq pre-distributed keys to establish
a pairwise key. A random pairwise keys scheme was also devel-
oped in [6]. This scheme pre-distributes random pairwise keys be-
tween a sensor node and a random subset of other sensor nodes,
and has the property that the compromise of sensor nodes doesnot
lead to the compromise of any pairwise key shared directly between
two non-compromised sensor nodes. Two similar threshold-based
techniques were developed independently in [9,17]. PIKE was de-
veloped by using peer sensor nodes as trusted intermediaries [5].
These three schemes significantly enhance the resilience ofkey pre-
distribution against node compromises.

However, due to the resource constraints (especially the lim-
ited battery power) on sensor nodes and the threat of compromised
nodes, none of the above key management schemes can guarantee
the security of the keying materials used for the communication be-
tween sensor nodes. It is always desirable to improve the security
and performance of key management.
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In many sensor network applications, long distance peer-to-peer
secure communication between sensor nodes is rare. When needed,
we can use a secret key to secure the long distance peer-to-peer
communication, where the key is established through a number of
intermediate nodes if the hop by hop encryption and authentication
is available. Thus, the primary goal of secure communication is to
provide authentication and/or encryption between neighbor sensor
nodes. Therefore, the most important information that can bene-
fit key pre-distribution is the knowledge aboutwhat nodes are the
neighbors of each sensor node.

Several techniques have been proposed to utilize the deployment
knowledge of sensor nodes to improve key pre-distribution proto-
cols [8, 14, 18, 24]. However, all these improved schemes assume
that the locations of sensor nodes can be pre-determined to a cer-
tain extent. In practice, it is usually very difficult, and sometimes
impossible, to guarantee the knowledge of sensors’ expected loca-
tions. Moreover, this assumption severely limits the deployment
of sensor networks. Thus, an interesting question we may askis:
can we improve the existing key pre-distribution techniques without
using expected location information?

To answer the above question, this paper identifies a practical de-
ployment model, where sensor nodes are deployed in groups, and
the nodes in the same group are close to each other after the de-
ployment. Based on this deployment model, this paper develops
a novel group-based key pre-distribution framework. The analysis
indicates that the framework indeed improves the security as well
as the performance of existing key pre-distribution techniques sub-
stantially. Compared to the previous techniques for improving key
pre-distribution, this approach has the following two advantages.

1. The proposed framework does not require the knowledge
of sensors’ expected locations, which is required by all the
previous techniques in [8, 14, 18, 24] for improving key pre-
distribution. This improvement greatly simplifies the deploy-
ment of sensor networks.

2. The proposed framework can be easily combined with any
of those existing key pre-distribution techniques, while the
previous techniques can only be used to improve certain type
of key pre-distribution techniques.

The rest of this paper is organized as follows. The next section
discusses our group-based deployment model. Section 3 presents
our framework and provides detailed analysis. Section 4 reviews
related work on sensor network security. Section 5 concludes this
paper and points out possible future research directions.

2. GROUP-BASED DEPLOYMENT
In this section, we present a practical deployment model, where

sensor nodes are only required to be deployed in groups. The
knowledge used to improve the performance of key pre-distribution
is the assumption that the sensor nodes belonging to the samegroup
are deployed close to each other. This assumption is generally true,
since the sensor nodes in the same group are supposed to be de-
ployed from the same point at the same time. For example, a group
of sensor nodes are dropped from the helicopter during the deploy-
ment. For the sake of presentation, we call such a group of sensor
nodes as adeployment group.

We assume that sensor nodes are static once they are deployed.
We define theresident pointof a sensor node as the point location
where this sensor node finally resides. Sensors’ resident points are
generally different from each other. However, we assume theresi-
dent points of the sensor nodes in the same group follow the same

probability distribution function. The detailed description of the
deployment model is given below.

The sensor nodes that are to be deployed are divided inton
groups{Gi}i=1,...,n. We assume that the groups are evenly and
independently deployed on a target field. The nodes in the same
deployment groupGi are deployed from the same place at the same
time with the deployment indexi. During the deployment, the res-
ident point of any node in groupGi follows a probability distribu-
tion functionfi(x, y), which we call thedeployment distribution
of groupGi. An example of the pdffi(x, y) is a two-dimensional
Gaussian distribution. Figure 1 illustrates a two-dimensional Gaus-
sian distribution at the center(150, 150).
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Figure 1: Deployment Distribution

Note that the actual deployment distribution is affected bymany
factors. For simplicity, we model the deployment distribution as
a Gaussian distribution (also called Normal distribution)since it
is widely studied and proved to be useful in practice. Although
we only employ the Gaussian distribution, our methodology can be
applied to other distributions as well.

We assume that the deployment distribution for a node in group
Gi follows a two-dimensional Gaussian distribution centeredat a
deployment point(xi, yi). Different from the deployment models in
[8,14], where the deployment points of groups are pre-determined,
we do not assume any prior knowledge of such deployment points.
In fact, we only assume the existence of such deployment points.
The mean of the Gaussian distributionµ equals(xi, yi), and the
pdf for any node in groupGi is the following:

fi(x, y) =
1

2πσ2
e
−[(x−xi)

2+(y−yi)
2]/2σ2

= f(x − xi, y − yi),

wheref(x, y) = 1
2πσ2 e−(x2+y2)/2σ2

, andσ is the standard devia-
tion.

3. GROUP-BASED KEY
PRE-DISTRIBUTION

According to the deployment model discussed in the previous
section, the sensor nodes in the same deployment group have high
probability of being neighbors. To take advantage of this obser-
vation, the pairwise key pre-distribution techniques should at least
benefit the sensor nodes in the same deployment group. Hence,
we first employ anin-group key pre-distributionmethod, which
enables the sensor nodes in the same deployment group to estab-
lish pairwise keys between each other with high probability. To
handle the pairwise key establishment between sensor nodesin dif-
ferent deployment groups, we then employ across-group key pre-
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distributionmethod, which enables selected sensor nodes in differ-
ent deployment groups to establish pairwise keys and thus bridges
different deployment groups together .

In the above idea, as long as a key pre-distribution technique
can provide pairwise key establishment between sensor nodes in
a group, it can be used as the basic building block to construct
the group-based scheme. This implies that our framework canbe
applied to any existing key pre-distribution technique.

3.1 A General Framework
Without loss of generality, letD denote the key pre-distribution

technique used in the framework. This subsection shows how to
construct an improved key pre-distribution technique by applying
the group knowledge toD. Note that the previous location-based
key pre-distribution techniques [8, 14, 18, 24] are not applicable
here since the framework does not assume the knowledge of the
expected locations of sensor nodes.

A key pre-distribution technique can usually be divided into three
phases,pre-distribution, which specifies how to pre-distribute key-
ing materials to each sensor node,direct key establishment, which
specifies how to establish a pairwise key shared between two sen-
sor nodesdirectly, andpath key establishment, which specifies how
to find a sequence of nodes to help two given nodes to establisha
temporary session key. The key established in the direct keyestab-
lishment phase is called thedirect key, while the key established in
the path key establishment phase is called theindirect key.

We refer to an instantiation ofD for a group of sensor nodes as
a key pre-distribution instance. A key pre-distribution instanceD
includes a set of target sensor nodesG, a set of keying materials
K (e.g., keys [5, 6, 10], polynomials [17], or matrixes [9]), and a
function g that maps an ID inG to a subset of keying materials
in K. In such an instance, each sensor nodei in groupG is pre-
distributed with a set of secrets that are computed from the mapping
result of ID i under functiong. This set of secrets could be keys
[5,6,10], polynomial shares [17], or a row of elements on a matrix
[9].

We also define the followingproperty functionsto characterize
the typical properties of a key pre-distribution instance.

• M(D): the memory requirements on sensor nodes for a key
pre-distribution instanceD.

• pdk(D): the probability of sharing a direct key between any
two sensor nodes in a key pre-distribution instanceD.

• pcd(D, x): the probability of a direct key between two non-
compromised sensor nodes being compromised in a key pre-
distribution instanceD when the adversary has randomly
compromisedx sensor nodes.

Our group-based key pre-distribution framework is built upon a
number of key pre-distribution instances. For simplicity,we as-
sume there aren equal size deployment groups withm sensor
nodes in each of those groups. The description of our framework
are described below. For simplicity, we omit the detail of the mes-
sage format.

3.1.1 Pre-Distribution
For each deployment groupGi, we randomly generate a key pre-

distribution instanceDi. The pairwise key establishment between
sensor nodes in groupGi is based on instanceDi. For the sake
of presentation, these randomly generated instances are called the
in-group (key pre-distribution) instances.

To handle the pairwise key establishment between sensor nodes
in different deployment groups, we further generatem key pre-
distribution instances{D′

i}i=1,...,n. These instances are called the

cross-group (key pre-distribution) instances. The set of nodes hav-
ing the same cross-group instanceD′

i form across groupG′
i. The

requirements on these cross groups{G′
1, ..., G

′
m} are: (1) each

cross group includes exactly one sensor node from each deploy-
ment group, and (2) there are no common sensor nodes between
any two different cross groups. In other words, for anyi andj with
i 6= j, we haveG′

i ∩ G′
j = φ and|G′

i ∩ Gj | = 1. By doing this,
each cross group provides a potential link for any two deployment
groups.

In this paper, we propose a simply way to construct deployment
groups and cross groups. Basically, each deployment groupGi

contains the sensor nodes with IDs{(i− 1)m + j}j=1,...,m, while
each cross groupG′

i contains the sensor nodes with IDs{i + (j −
1)m}j=1,...,n. By doing this, any sensor node can easily figure out
what deployment group and cross group a sensor node belongs to.
Figure 2 shows an example of such a construction whenn = 4 and
m = 3. In the figure,G′

1 includes node 1, 4, 7 and 10,G′
2 includes

node 2, 5, 8 and 11, andG′
3 includes node 3, 6, 9 and 12.� � � ��� � � ��� � 	 ��
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Figure 2: Example of group construction

This approach is similar to the logical grid in the grid-based
key pre-distribution scheme [17], which was also used in PIKE re-
cently [5]. However, our research in this paper is focused onusing
the locality of group deployment to improve the performanceof the
existing key pre-distribution techniques, and is substantially differ-
ent from [17] and [5].

3.1.2 Direct Key Establishment
After the pre-distribution step, each sensor node belongs to two

key pre-distribution instances, an in-group instance and across-
group instance. Hence, the direct key establishment between two
sensor nodes is simple and direct. If they are in the same deploy-
ment group, for example,Gi, they can follow the direct key estab-
lishment of the in-group instanceDi. If they are not in the same
deployment group but belong to the same cross groupG′

j , they
can follow the direct key establishment of the cross-group instance
D′

j . To determine if two sensor nodes are in the same deployment
group or the same cross group, they only need to exchange the IDs
of groups that they belong to. In our framework, they only need
to know the ID of the other party due to our group construction
method.

3.1.3 Path Key Establishment
If two nodes cannot establish a direct key, they have to go through

path key establishment to find a number of other sensor nodes to
help them establish an indirect key. Similar to the direct key estab-
lishment, if two nodes are in the same deployment groupGi, they
can follow the path key establishment inDi. The indirect keys
between sensor nodes in the same group are called thein-group
indirect keys. When two nodes belong to two different groupsGi
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andGj , we use a different method to establish an indirect key. Ba-
sically, we need to find a “bridge” between these two deployment
groups in order to setup across-group indirect key. A bridge be-
tween groupGi andGj is defined as a pair of sensor nodes〈a, b〉
(a ∈ Gi and b ∈ Gj ) that belong to the same cross groupG′

k

(a, b ∈ G′
k). A bridge is valid when the two sensor nodes involved

in this bridge can establish a direct key.
According to the pre-distribution, there arem potential bridges

(one from each cross group) that can be used to establish an in-
direct key. In addition, due to our group construction method, a
sensor node can easily compute all possible bridges betweenany
two deployment groups. Specifically, the possible bridges between
groupGi andGj are{〈(i−1)m+k, (j−1)m+k〉}k=1,...,m. For
example, there are 3 bridges between groupG1 andG4 in Figure
2: 〈1, 10〉, 〈2, 11〉, and〈3, 12〉.

Assume every message between two sensor nodes is encrypted
and authenticated by the pairwise key established between them.
The path key establishment for the sensor nodes in differentde-
ployment groups works as follows.

1. The source nodeu first tries the bridge involving itself to es-
tablish an indirect key with the destination nodev. Assume
this bridge is〈u, v′〉. Nodeu first sends a request tov′ if
it can establish a direct key withv′. If nodev′ can also es-
tablish a (direct or indirect) key with the destination node
v, nodev′ forwards this request to the destination nodev to
establish an indirect key.

2. If the first step fails, nodeu tries the bridge involves the des-
tination nodev. Assume the bridge is〈u′, v〉. In this case,
nodeu sends a request to nodeu′ if it can establish a (direct
or indirect) key withu′. If nodeu′ can establish a direct key
with nodev, it forwards the request to the destination nodev
to establish an indirect key. Note that if nodeu andv are in
the same cross group, this step can be skipped, since step 1
and step 2 compute the same bridge.

3. When both of the above steps fail, nodeu has to try other
bridges. Basically, it randomly choses a bridge〈u′, v′〉 other
than the above two, assumingu′ is in the same deployment
group withu, andv′ is in the same deployment group with
v. Nodeu then sends a request tou′ if it can establish a (di-
rect or indirect) key withu′. Onceu′ receives this request, it
forwards the request tov′ in the bridge if they share a direct
key. If v′ can establish a (direct or indirect) key with the des-
tination nodev, it forwards the request to nodev to establish
an indirect key.

To show an example, we use the same configuration as in Figure
2. When node1 wants to establish a pairwise key with node12, it
first tries the bridge〈1, 10〉. If this fails, it tries the bridge〈3, 12〉.
If both bridges fail, it needs to try the bridge〈2, 11〉. If none of
these bridges works, the path key establishment fails. In our later
analysis, we will see that it is usually very unlikely that none of
those bridges works.

Note that in the above approach, the path key establishment in
a cross-group instance has never been used. The reason is that
the sensor nodes in a cross group usually spread over the entire
deployment field, which may introduce significant communication
overhead in path key establishment.

3.2 Performance Analysis
For simplicity, we assume all in-group and cross-group key pre-

distribution instances have the same property functions (M(D),

Table 1: Notations
n number of deployment groups
m number of nodes in a deployment group
c number of compromised sensor nodes
M memory required for one key pre-

distribution instance
pdk probability of having a direct key in a key

pre-distribution instance
pcd(x) probability of a direct key being compro-

mised in a key pre-distribution instance
when the adversary has randomly compro-
misedx nodes

pgdk probability of having a direct key in the
group-based scheme

pgcd(x) probability of a direct key being compro-
mised in the group-based scheme when
the adversary has randomly compromisedx
nodes

pgci−in(x) probability of an indirect key between two
nodes in the same deployment group being
compromised when the adversary has ran-
domly compromisedx nodes

pgci−cr(x) probability of an indirect key between two
nodes in different deployment groups being
compromised when the adversary has ran-
domly compromisedx nodes

pdk(D), andpcd(D, x)). Indeed, this assumption is true for all
the key pre-distribution techniques in [5,6,9,10,17] given the same
storage overhead, group size, and keying material size. Throughout
this paper, we useM , pdk, andpcd(x) to represent the three prop-
erty functions, respectively. For simplicity, the analysis focuses on
the probability of establishing keys between sensor nodes.Table 1
lists the notations that are used frequently in our analysis.

3.2.1 Overhead
This paper provides a method to establish pairwise keys between

sensor nodes. The overhead of using such keys in security protocol
(e.g., encryption or authentication) depends on the real application.
Thus, in this paper, we only focus on the overhead involved ines-
tablishing such keys.

Obviously, the storage overhead on a sensor node can be esti-
mated as2M . The communication overhead to establish a direct
key is the same as the communication overhead to establish a di-
rect key in an in-group or cross-group key pre-distributioninstance.
When two nodes need to establish an indirect key, there are two
cases. If these two nodes are in the same deployment group, the
path key establishment only involves the sensor nodes in this de-
ployment group. If these two nodes are in different deployment
groups, the path key establishment only involves those in the same
deployment group with the source node or the destination node.
In other words, the communication is limited in two deployment
groups. In addition, we also note that if two sensor nodes in two
deployment groups are neighbors, the corresponding deployment
groups have high probability of being close to each other, which
may reduce the overall communication overhead significantly in
their path key establishment.

3.2.2 Establishing Direct Keys
Consider a particular sensor nodeu in the deployment groupGi

at position(x′, y′). Let A denote itscommunication areain which
any other sensor node can directly communication with nodeu. In
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this paper, we assumeA is a circle centered at(x′, y′) with radius
R, whereR is the radio range of a sensor node. Thus, the average
number of sensor nodes in the deployment groupGj that finally
reside inA can be estimated as

ni,j(x
′
, y

′) = m

∫∫

A

f(x − xj , y − yj)dxdy.

For any deployment groupGj other thanGi, we know that there
is only one sensor nodeu′ in Gj that shares the same cross group
G′

k with nodeu. Thus, the probability of this nodeu′ being de-

ployed in A can be estimated as
ni,j(x′,y′)

m
. This indicates that

among all those sensor nodes deployed inA, the average number
of senor nodes that belong to the deployment groups other than Gi

but share the same cross groupG′
k with nodeu can be estimated as

n
′
i(x

′
, y

′) =

∑n
j=1,j 6=i ni,j(x

′, y′)

m
.

When the sensor nodes are evenly distributed in the deployment
field, it is possible to further simplify the above equation.Suppose
the average number of sensor nodes in the communication range
of a sensor node isnA. We have

∑n
j=1,j 6=i ni,j(x

′, y′) = nA −

ni,i(x
′, y′). Thus,

n
′
i(x

′
, y

′) =
nA − ni,i(x

′, y′)

m
.

In addition, the probability of having a direct key betweenu

and any sensor node that shares the same key pre-distribution in-
stance withu is pdk. Thus, the average number of sensor nodes in
A that can establish direct keys with nodeu can be estimated as
(ni,i(x

′, y′) + n′
i(x

′, y′)) × pdk. This means that the probability
of u having direct keys with its neighbor nodes can be estimated as

pi(x
′
, y

′) =
(ni,i(x

′, y′) + n′
i(x

′, y′)) × pdk

nA
.

Hence, for any node in groupGi, the probability of having direct
keys with its neighbor nodes can be estimated as

pgdk =

∫∫

S

f(x − xi, y − xi)pi(x, y)dxdy,

whereS denotes the entire deployment field.
pgdk can also be used to estimate the probability of any node in

any deployment group having a direct key with its neighbor node
whenS is an infinite field. For a given deployment fieldS, we sim-
ply configure the deployment point ofGi as its geometric centroid,
and use the probability of a node inGi having a direct key with its
neighbor node to represent the probability of having a direct key
between any two neighbor nodes.

To evaluate our approach when it is combined with a particu-
lar key pre-distribution technique (e.g., the random pairwise keys
scheme), we use the following configuration throughout thispa-
per. we assume there are totally 10,000 sensor nodes deployed on a
1000m×1000m area. These sensor nodes are divided into 100 de-
ployment groups with 100 sensor nodes in each group (n = m =
100). We assume sensor nodes are evenly distributed in the deploy-
ment field so that the probability of finding a node in each equal
size region can be made approximately equal. In other words,the
density of sensor nodes is approximately one sensor node per100
square meter. We always assume the radio range isR = 40m.
Thus, there areπ×40×40

100
≈ 50.27 sensor nodes on average in the
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Figure 3: Probability of having a direct key between two neigh-
bor nodes.

communication range of a given sensor node. We also setσ = 50m
in all those deployment distributions{fi(x, y)}i=1,...,n.

Figure 3 shows the probability of having a direct key between
two neighbor nodes under the above configuration. We can see
that the probabilitypgcd increases almost linearly aspdk increases.
Sincepdk can be made quite large with small storage overhead for
a small group of nodes, we expect that the group-based schemes
can improve the performance of existing key pre-distribution tech-
niques significantly. To illustrate this point, we investigate the im-
provements we can achieve by combining the framework with the
basic probabilistic key pre-distribution scheme in [10], the random
pairwise keys scheme in [6], and the polynomial-based key pre-
distribution in [3]. The result of such combination generates three
novel key pre-distribution schemes: agroup-based EGscheme,
which combines the framework with the basic probabilistic scheme,
a group-based RKscheme, which combines the framework with
the random pairwise keys scheme, and agroup-based PBscheme,
which combines the framework with the polynomial-based scheme.

For the basic probabilistic key pre-distribution scheme, we as-
sume the key pool size is100, 000. This key pool is divided into
200 small equal size key pools in the group-based EG scheme (500
keys in each small key pool). Each key pre-distribution instance
uses a unique key pool. Each sensor node selects the same number
of keys from the key pools in its in-group instance and cross-group
instance. Figure 4 shows that the group-based EG scheme improves
the probability of having a direct key between two neighbor sensor
nodes significantly when there are severe memory constraints (e.g.,
50 keys on each sensor node).
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Figure 4: Probability of having a direct key between two neigh-
bor sensor nodes. Memory usage is measured by counting the
number of keys stored on each node.

Figure 5 compares the probability of having direct keys between
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neighbor nodes for the random pairwise keys scheme in [6] and
the group-based RK scheme under the same memory constraint.
We can clearly see that our framework can significantly improve
the probability of having a direct key between two neighbor sensor
nodes for the random pairwise keys scheme. This indicates that the
group-based RK scheme can support larger sensor networks than
the random pairwise keys scheme given the same configuration.
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Figure 5: Probability of having a direct key between two neigh-
bor sensor nodes. Memory usage is measured by counting the
number of keys stored on each node.

Figure 6 shows the probability of having direct keys between
neighbor sensor nodes for the group-based PB scheme, the ran-
dom subset assignment scheme [17], and the grid-based scheme
[17]. For all these schemes, we assume the same number of bi-
variate polynomials in the system and the same number of poly-
nomial shares stored on each sensor node. Specifically, there are
100 deployment groups and 100 cross groups for the group-based
PB scheme. Each of these groups is assigned one unique bivari-
ate polynomial for the corresponding key pre-distributioninstance.
Each sensor node gets assigned the polynomial shares on its in-
group instance and cross-group instance. Similarly, thereare 200
bivariate polynomials in the polynomial pools of the randomsubset
assignment scheme and the grid-based scheme. The random subset
assignment scheme assigns the polynomial shares of 2 randomly
selected polynomials from the pool to each sensor node, while the
grid-based scheme arranges 200 polynomials on a100 × 100 grid.
We can clearly see that the probability of having a direct keybe-
tween two neighbor sensor nodes in the group-based PB schemeis
much higher than that in the random subset assignment schemeand
the grid-based scheme.
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Figure 6: Probability of having a direct key between two neigh-
bor sensor nodes. Memory usage is measured by counting the
number of polynomial coefficients stored on each node.

3.2.3 Establishing Indirect Keys
In the following, we estimate the probability of having an indi-

rect key between two neighbor sensor nodes if they cannot establish
a direct key.

Obviously, if two neighbor sensor nodes are in the same deploy-
ment groupGi, they can follow the path key establishment ofDi to
establish an indirect key. We note that a deployment group usually
has a limited number of sensor nodes (e.g., 100). Since the nodes
in the same deployment group are usually close to each other,a
sensor node can easily contact most of other nodes in the same
deployment group. For example, a sensor node can launch agroup
flooding, where only the sensor nodes in the same group participate
in the flooding, to contact other nodes. Note that the group flooding
is much more efficient than the network-wide flooding since most
of the nodes in a group are located in the same small local area.

Therefore, we believe that it is usually possible to configure the
key pre-distribution instance for a deployment group with small
storage overhead so that any two sensor nodes in this group can
either share a direct key or establish an indirect key at a very high
probability with reasonable communication overhead. For exam-
ple, we employ the random pairwise keys scheme in [6] for a group
of 100 sensor nodes, and assign 50 keys to each sensor node. In
this case, a sensor node can establish a direct key with its neigh-
bor node at a probability of 0.5. After contacting half of thesensor
nodes in this group, the probability of finding one node that shares
direct keys with both the source and destination nodes can beesti-
mated as1 − (1 − 0.5 × 0.5)50 ≈ 0.999999. Hence, we always
assume two sensor nodes in the same deployment group can always
establish an indirect key in this paper.

The situation becomes more complicated if two sensor nodes are
in different deployment groups. In this case, they have to find a
valid bridge between these two deployment groups to establish an
indirect key. Since there arem cross groups, there arem potential
bridges. As long as one of them works, the source node can estab-
lish an indirect key with the destination node through this bridge.
The probability that none of these bridges works can be estimated
as(1−pdk)m. Thus, the probability that at least one bridge works,
which is equivalent to the probability of having an indirectkey be-
tween two neighbor nodes in different deployment groups, can be
estimated as1 − (1 − pdk)m.

Figure 7 illustrates the probability of having an indirect key be-
tween two neighbor sensor nodes that are in different deployment
groups, assuming the same configuration as in Section 3.2.2 for
the group-based EG scheme, the group-based RK scheme, and the
group-based PB scheme. We can see that two neighbor sensor
nodes in different deployment groups can usually establishan in-
direct key even if there are severe memory constraints on sensor
nodes (e.g., 10 keys per sensor node).

3.3 Security Analysis
The main threat we consider in the security analysis is the com-

promise of sensor nodes. We assume an adversary randomly com-
promisesc sensor nodes in the network. This subsection focuses
on the impact of compromised sensor nodes on the direct key es-
tablishment and the path key establishment.

Similar to the analysis in the previous subsection, we investigate
the security of the proposed framework after combining it with the
basic probabilistic key pre-distribution scheme in [10], the random
pairwise keys scheme in [6], and the polynomial-based key pre-
distribution in [3].

It is easy to see that the grid-based scheme in [17] can be con-
sidered as a group-based PB scheme if a row or a column of sensor
nodes in the grid are deployed in the same group. This means that
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Figure 7: Probability of having indirect keys between sensor
nodes in different deployment groups. Memory usage is mea-
sured by counting the number of keys or polynomial coeffi-
cients stored on each node.

the grid-based scheme and the group-based PB scheme have the
same security performance against node capture attacks given the
same configuration (e.g., storage overhead, network size).Thus, in
our later security analysis, we simply skip the security comparison
between the grid-based scheme and the group-based PB scheme.
On the other hand, we noticed in Figure 6 that the group-basedPB
scheme can achieve much higher probability of establishingdirect
keys between neighbor sensor nodes than the grid-based scheme.
This implies that the group-based PB scheme is more desirable than
the grid-based scheme when the group-based deployment model is
made possible.

During the evaluation, we always assume that the memory usage
at each sensor node is equivalent to store 100 cryptographickeys.
According to the previous configuration, there are10, 000 sensor
nodes in the network, andn = m = 100. Thus, for the random
pairwise keys scheme, the probability of having a direct keybe-
tween two neighbor nodes is0.01, while for the group-based RK
scheme, the probability of having a direct key between two neigh-
bor nodes is0.15 as shown in Figure 5.

In addition to the above key pre-distribution schemes, we config-
ure all other schemes in such a way that the probability of having a
direct key between two neighbor sensor nodes is0.3.

• Basic probabilistic scheme in [10]: The key pool size is
28,136. Each sensor node randomly selects 100 keys from
this pool.

• Random subset assignment scheme in [17]: The polynomial
pool size is 13, and each polynomial has the degree of 49.
Each sensor node randomly selects 2 polynomials from the
pool and stores the corresponding polynomial shares.

• Group-based EG scheme: The key pool size in each instance
is 500. Each sensor node randomly selects 50 keys from its
in-group instance and 50 keys from its cross-group instance.

• Group-based PB scheme: Each instance includes a 49-degree
bivariate polynomial. Each sensor node gets assigned the
polynomial shares from its in-group instance and cross-group
instance.

3.3.1 Impact on Direct Key Establishment
Consider a direct key between two non-compromised nodes in

the same deployment groupGi. Since there are totallyc com-
promise sensor nodes, the probability ofj sensor nodes in group

Gi being compromised can be estimated asc!
(c−j)!j!

(n−1)c−j

nc for

j ≤ m − 2. Whenj sensor nodes in groupGi are compromised,
the probability of this direct key being compromised can be esti-
mated aspcd(j). Hence, the probability of any direct key between
two non-compromised sensor nodes in a deployment group being
compromised can be estimated as

pgcd(c) =

m−2
∑

j=0,j<=c

c!

(c − j)!j!

(n − 1)c−j

nc
pcd(j)

Sincen = m, the abovepgcd(c) can also be used to estimate the
probability of a direct key between two non-compromised sensor
nodes in the same cross group being compromised.

Figure 8 compares the probability of a direct key between two
non-compromised sensor nodes being compromised for the basic
probabilistic key pre-distribution scheme in [10] and the group-
based EG scheme. We can see that the security of direct keys can
be significantly improved by applying our framework.
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Figure 8: Probability of a direct key between two non-
compromised nodes being compromised. Assume the proba-
bility of having a direct key between two neighbor nodes is0.3.

For the random pairwise keys scheme [6], the compromise of
sensor nodes does not affect any of the direct keys established be-
tween non-compromised sensor nodes (pcd(j) = 0), since every
key is generated randomly and independently. Thus, if we apply
our framework to the random pairwise keys scheme, the resulting
scheme still has the perfect security guarantee against node capture
attacks (pgcd(c) = 0), which means that the compromise of sen-
sor nodes does not affect direct keys between non-compromised
nodes. Together with the result in Figure 5, we can conclude that
our framework can improve the probability of having direct keys
between neighbor sensor nodes significantly without sacrificing the
security of direct keys.

Figure 9 shows the probability of a direct key between two non-
compromised sensor nodes being compromised for the group-based
PB scheme and the random subset assignment scheme in [17]. We
can see that the group-based PB scheme has much better security
performance than the random subset assignment scheme in terms
of the compromised direct keys.

3.3.2 Impact on Path Key Establishment
In the following, we first study the impact of compromised sen-

sor nodes on the indirect keys established between sensor nodes
in the same deployment group (in-group indirect keys), and then
study the impact of compromised sensor nodes on the indirectkeys
established between sensor nodes in different deployment groups
(cross-group indirect keys).

Note that when the compromised sensor nodes can be detected,
two non-compromised nodes can always re-establish an indirect
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Figure 9: Probability of a direct key between two non-
compromised nodes being compromised. Assume the proba-
bility of having a direct key between two neighbor nodes is0.3.

key through path key establishment and avoid those compromised
sensor nodes or compromised key pre-distribution instances. How-
ever, it is usually very difficult to detect compromised sensor nodes.
When the compromised nodes cannot be detected, the indirectkey
between two non-compromised nodes may be disclosed to the at-
tacker without being noticed. In the following analysis, wefo-
cus on the probability of a given indirect key between two non-
compromised sensor nodes being compromised when the node cap-
ture attacks cannot be detected.

Probability of in-group indirect keys being compromised:
When there arec compromise nodes, the probability of a partic-
ular sensor node being compromised can be estimated asc

nm−2
.

According to our earlier analysis, the probability of establishing
an in-group indirect key that only involves one intermediate node
is usually very high. For simplicity, we assume the in-groupindi-
rect key can always be established through one intermediatenode.
Thus, the establishment of an in-group indirect key involves an in-
termediate node, a direct key for the link between the sourcenode
and the intermediate node, and a direct key for the link between
the intermediate node and the destination node. Thus, if thein-
termediate node and the two direct keys are not compromised,the
indirect key is still secure. This means that the probability of an
in-group indirect key between two non-compromised nodes being
compromised can be estimated as

pgci−in(c) = 1 − (1 −
c

nm − 2
)(1 − pgcd(c))

2

Figure 10 shows the probability of in-group indirect keys be-
tween non-compromised nodes being compromised for the group-
based EG scheme. It also includes the probability of a given indi-
rect key (involving only one intermediate node) between twonon-
compromised nodes being compromised for the basic probabilistic
scheme in [10]. We can see that the group based EG scheme has
higher security guarantee for the indirect keys between thesensor
nodes in the same deployment group.

For the group-based RK scheme, sincepgcd(c) = 0, we have
pgci−in(c) = c

nm−2
. This means that given the same network size,

the probability of an in-group indirect key being compromised for
the group-based RK scheme will equal to the probability of a given
indirect key (involving only one intermediate node) being compro-
mised in the random pairwise keys scheme in [6]. However, we
note the probability of having a direct key between two neighbor
nodes in the random pairwise keys scheme is much lower than that
in the group-based RK scheme. In fact, given a large sensor net-
work and small storage overhead, it is very difficult and expensive
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Figure 10: pgci−in(c) for the group-based EG scheme and the
probability of an indirect key being compromised for the basic
probabilistic scheme. Assume the probability of having a direct
key between two neighbor nodes is0.3.

for the random pairwise keys scheme to establish an indirectkey
(not to mention the indirect key that involves only one intermediate
node) between two neighbor nodes. On the other hand, according
to the analysis in Section 3.2.3, we know that the probability of
having an indirect key between two neighbor nodes is almost 1for
the group-based RK scheme even if there are severe memory con-
straints on sensor nodes. Hence, in later discussion, we will also
skip the security comparison between these two schemes.

Figure 11 shows the probability of in-group indirect keys be-
tween non-compromised nodes being compromised for the group-
based PB scheme. It also includes the probability of a given indi-
rect key (involving only one intermediate node) between twonon-
compromised nodes being compromised for the random subset as-
signment scheme in [17]. We can see that the group-based PB
scheme has much better security performance than the randomsub-
set assignment scheme in terms of the compromised indirect keys
between nodes in the same deployment group.
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Figure 11: pgci−in(c) for the group-based PB scheme and the
probability of an indirect key being compromised for the ran-
dom subset assignment scheme. Assume the probability of hav-
ing a direct key between two neighbor nodes is0.3.

Probability of cross-group indirect keys being compromised:
Though the establishment of an in-group indirect key involves one
intermediate node, the establishment of an indirect key between
sensor nodes in different groups may involve up to four intermedi-
ate nodes.

Assume the source nodeu in groupGi wants to setup an indirect
key with the destination nodev in groupGj . Assume the indirect
key is established through a bridge〈u′, v′〉, whereu′ ∈ Gi and
v′ ∈ Gj . Since the key established betweenu andv is an indirect
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key, we have eitheru 6= u′ or v 6= v′. Thus, we need to consider
the following three cases:

1. u andv share the same cross group: The probability of this
case can be estimated as1

m
. In addition, we also note that

u 6= u′ andv 6= v′. Thus, the probability of the path key
establishment involving two intermediate nodes can be esti-
mated asp2

dk, which means thatu shares a direct key with
u′, andv shares a direct key withv′. Similarly, the probabil-
ity of the path key establishment involving three intermediate
nodes can be estimated as2(1 − pdk)pdk, and the probabil-
ity of the path key establishment involving four intermediate
nodes can be estimated as(1 − pdk)2.

2. u andv belong to different cross groups with eitheru = u′

or v = v′: The probability of this case can be estimated as
m−1

m
(1−(1−pdk)2). Similar to the analysis in the first case,

the probability of the path key establishment involving one
intermediate node can be estimated aspdk, and the probabil-
ity of the path key establishment involving two intermediate
nodes can be estimated as1 − pdk.

3. u andv belong to different cross groups with neitheru′ = u
nor v′ = v: The probability of this case can be estimated
as m−1

m
(1 − pdk)2. Similar to the analysis in the first case,

the probability of the path key establishment involving two
intermediate nodes can be estimated asp2

dk, the probability
of the path key establishment involving three intermediate
nodes can be estimated as2(1 − pdk)pdk, and the probabil-
ity of the path key establishment involving four intermediate
nodes can be estimated as(1 − pdk)2.

Consider an indirect key established between two sensor nodes
in different deployment groups. Letpi denote the probability of the
establishment of this key involvingi intermediate nodes, we have























p1 = m−1
m

[1 − (1 − pdk)2]pdk

p2 = 1
m

p2
dk + m−1

m
[(1 − (1 − pdk)2)(1 − pdk)

+(1 − pdk)2p2
dk]

p3 = 2(1 − pdk)pdk[ 1
m

+ m−1
m

(1 − pdk)2]
p4 = 1

m
(1 − pdk)2 + m−1

m
(1 − pdk)2(1 − pdk)2

When the path key establishment involvesi intermediate nodes,
the indirect key will be still secure if all of thesei nodes and the
relatedi+1 direct keys are not compromised. Thus, for an indirect
key that involvesi intermediate nodes, the probability of it being
compromised can be estimated as1−(1−pgcd(c))i+1(1− c

nm−2
)i.

Hence, the probability of a cross-group indirect key between two
non-compromised sensor nodes being compromised can be esti-
mated as

pgci−cr(c) =
4

∑

i=1

pi × [1 − (1 − pgcd(c))
i+1(1 −

c

nm − 2
)i].

Figure 12 shows the probability of a cross-group indirect key be-
tween two non-compromised sensor nodes being compromised for
the group-based EG scheme. It also includes the probabilityof an
indirect key (involving only one intermediate node) between two
non-compromised nodes being compromised for the basic proba-
bilistic scheme [10]. We can see that the security of these two
scheme are very close to each other in terms of the indirect keys
between sensor nodes in different deployment groups.

Figure 13 shows the probability of a cross-group indirect key
between two non-compromised sensor nodes being compromised
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Figure 12: pgci−cr(c) for the group-based EG scheme and the
probability of an indirect key being compromised for the basic
probabilistic scheme. Assume the probability of having a direct
key between two neighbor nodes is0.3.

for the group-based PB scheme. It also includes the probability of
an indirect key (involving only one intermediate node) between two
non-compromised nodes being compromised for the random subset
assignment scheme in [17]. We can still see that the group-based
PB scheme has much better security performance than the random
subset assignment scheme in terms of the indirect keys between
nodes in different deployment groups.
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Figure 13: pgci−cr(c) for the group-based PB scheme and the
probability of an indirect key being compromised for the ran-
dom subset assignment scheme. Assume the probability of hav-
ing a direct key between two neighbor nodes is0.3.

According to the above security analysis and the performance
analysis in the previous subsection, we can easily concludethat the
proposed framework can significantly improve the security as well
as the performance of existing key pre-distribution techniques.

4. RELATED WORK
A number of techniques have been proposed to establish pair-

wise keys in resource constrained sensor networks. A basic proba-
bilistic key pre-distribution scheme was introduced in [10] and im-
proved in [6]. The limitation of these approaches is that a small
number compromised sensor nodes may affect the secure com-
munication between a large number of non-compromised sensor
nodes. A random pairwise keys scheme was proposed in [6]. Al-
though this technique provides perfect security against node cap-
ture attacks, it cannot scale to large sensor networks. To improve
the resilience of sensor networks against node compromises, two
threshold-based key pre-distribution techniques were developed in
[9, 17]. A cooperative protocol was developed to enhance these-
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curity of pairwise key establishments [21]. The giant component
theory was used in [15] to further improve the performance and
provide trade-off between connectivity, memory size and security.
In this paper, we demonstrate that the performance of these key
pre-distribution techniques can be further improved significantly
by using our framework.

The grid-based idea was first proposed in [17] to arrange the se-
crets in sensor networks based on a logical grid. A similar idea
was later used in PIKE [5]. However, the grids considered in these
two studies are logical grids, while this paper investigates the pos-
sibility of using the locality of group deployment to improve the
performance of the existing key pre-distribution techniques.

The prior deployment knowledge of sensor nodes has been used
to improve the performance of many key pre-distribution proto-
cols [8, 14, 18, 24]. The technique in this paper differs fromthose
approaches in that it does not require the expected locationinfor-
mation of sensor nodes, and thus greatly simplifies the deployment
of sensor networks.

There are many other studies on sensor network security, in-
cluding frameworks and evaluation of key management schemes
[4, 25], tamper-resistant hardware [2], efficient broadcast authen-
tication [20], secure data aggregation and in-networking process-
ing [7, 13, 22], and vulnerabilities, attacks, and countermeasures
[16,23]. We consider them complementary to ours.

5. CONCLUSION AND FUTURE WORK
In this paper, we developed a general framework that can be used

to improve the performance of any existing key pre-distribution
scheme. This framework does not require any prior knowledgeof
sensors’ expected locations, and thus greatly simplifies the deploy-
ment of sensor networks. The analysis further demonstratesthat
our technique can improve the security as well as the performance
of existing key pre-distribution protocols substantially.

Several research directions are worth further studying, including
detailed performance evaluation through simulation, and the imple-
mentation of these techniques on real sensor platforms.
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